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Overview and Partnership  

DigiCert  

DigiCert is the world's leading provider of scalable TLS/SSL, IoT and PKI solutions for identity and encryption. 

The most innovative companies, including 89% of the Fortune 500 and 97 of the 100 top global banks, 

choose DigiCert for its expertise in identity and encryption for web servers and devices, including Internet of 

Things. DigiCert supports TLS and other digital certificates for PKI deployments at any scale through its 

certificate lifecycle management solutions. The company is recognized for its enterprise-grade PKI  

management platforms, fast and knowledgeable customer support, and market-leading security solutions.  

DigiCert® PKI Platform 8.x 

DigiCert PKI Platform 8 is an automated, cloud-based PKI platform that can support a wide variety of security 

use cases from secure email, Wi-Fi device authentication, and secure remote access to mobile device 

management, document signing, and strong web authentication. This PKI managed service can support high-

volume, fast certificate issuance and provides automatic certificate deployment and custom certificate 

request approval rules on a publicly trusted root compatible with all major operating systems and secure 

applications including email, document signing, mobile device management, and remote access. In addition 

to certificate issuance and management for user and device certificates, the service reduces costly 

configuration errors by eliminating the need for self-signed certificates and providing manual tracking. The 

service also provides the flexibility to use various provisioning processes and supports leading mobile device 

management vendors. 

To learn more: download DigiCert Public Key Infrastructure (PKI) Platform  

DigiCert® ONE  

DigiCert ONE, a container-hgzkj \WU wsg{lvyṯ pz PpnpOky{͂z sg{kz{ puuv}g{pvu̮ PpnpOky{ [ZQ wyv}pjkz lsk phsk 

PKI deployments, and delivers fast, scalable services.  Based on modern software design and engineering, 

DigiCert ONE delivers end-to-end centralized user and device certificate management for a variety of 

deployment models and PKI use cases. In addition, there are several management applications on this 

platform that are purpose-built to address specific workflows: 

ǒ Enterprise PKI Manager for enterprise and in-country user and device authentication management 

ǒ IoT Device Manager for device manufacturers to manage full certificate lifecycle 

ǒ Secure Software Manager for code signing management and CI/CD integration, and key protection 

ǒ Document Signing Manager for document signing management 

ǒ CertCentral TLS Manager for TLS certificate management 

 All these Managers can be combined to centralize user and device certificate management and trust across 

IT architectures. 

To learn more, visit www.digicert.com  

https://www.websecurity.digicert.com/content/dam/websitesecurity/digitalassets/desktop/pdfs/whitepaper/Securing%20Your%20Business%20Applications_DigiCertPKIPlatform_Whitepaper_2-12-19.pdf
http://www.digicert.com/
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Versasec 

Versasec is a leader in Identity and Access Management, providing highly secure, powerful systems for 

managing digital identities. In an increasingly connected world, with growing numbers of remote workers 

and cyber threats and legacy authenticators, Versasec serves as a cornerstone in every enterprise security 

implementation to build a zero trust architecture. 

The Versasec award-winning software is used by companies of all sizes to fulfill their ever-evolving 

cybersecurity strategies. Versasec provides the necessary credential orchestration to automate and manage 

the multiple Identity and Access Management (IAM) systems, providing organizations a hub for their IAM 

zvs|{pvu wyv}pjkyz̰ iky{plpig{k g|{ovyp{pkẕ |zky jpyki{vypkẕ T_Y͂ẕ iykjku{pgsẕ guj tvyk̮ bkyzgzki iykjku{pgs 

management system, vSEC:CMS, is available for on-prem and as a managed service through vSEC:CLOUD 

with premium support. Supporting the most number of credentials in the market covering the latest modern 

authenticators with PIV/PKI, FIDO, and virtual credentials, and physical access with RFID credentials. 

With an orchestration platform, organizations can easily perform credential lifecycles and customize 

everyday workflow journeys for a variety of use cases. Thus, empowering organizations across all industries 

to eliminate manual repetitive time-consuming tasks, disconnected isolated systems, and create a frictionless 

experience for users and operators. 

Trusted by organizations and corporations worldwide, Versasec serves the public and private sectors in 

government, defense, manufacturing, healthcare, financial services, and more. Versasec is headquartered in 

Stockholm, Sweden and Austin, Texas.  To learn more, visit www.versasec.com  

vSEC:CMS and vSEC:CLOUD  

Versasec Credential Management System (vSEC:CMS and vSEC:CLOUD)  is fully functional with minidriver 

enabled credentials such as smart cards, USB tokens and virtual smart cards including Windows Hello for 

Business (WHfB). It streamlines all aspects of managing credentials by connecting to enterprise directories, 

certificate authorities, physical access control systems, HSMs, email servers, log servers, biometric 

lpunkywypu{ ykgjkyẕ \UZ tgpskyz̯ {ok spz{ nvkz vu̮ cp{o }_QO̰OY_ ̝vu-prem) or vSEC:CLOUD (SaaS)  

organizations can issue Credentials to employees, personalize the Credentials with authentication 

credentials and manage the lifecycle of the Credentials ͑  directly from the off-the-shelf product. 

 

http://www.versasec.com/
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PpnpOky{ guj bkyzgzki͂z \gy{ukyzopw guj [llkypun 

The technology partnership between DigiCert and Versasec has been active since 2016 and the companies 

have maintained strong ties and a close relationship ever since. 

DigiCert integrated in vSEC:CMS enables full certificate lifecycle management, reporting, trust policy, and 

operation management. Versasec and DigiCert have created a solution that is easy to use and provides 

maximum security, advanced customization options and reliability. 

Enterprises can implement the advanced and feature-rich secure device management system offering a 

variety of important benefits: 

ǒ        Fast implementation that takes minutes, rather than weeks or months 

ǒ        Intuitive user interface that improves operational efficiency 

ǒ        No hidden costs and low total cost of ownership 

ǒ        Consistently high security level without exception 
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ǒ        Large scale capabilities, available from day one 

  

To learn more about DigiCert PKI platforms, contact pki_info@digicert.com 

`v skgyu tvyk ghv|{ bkyzgzki͂z }_QO̰OY_̱ ivu{gi{̰ info@versasec.com, William Houry, VP of Sales, +33 

658063741  

Case Study - Petroleum Company  

Background: Migration from FIM (Microsoft Forefront Identity Manager) which is discontinued by Microsoft, 

and additional regulatory requirements to use digital document signing. The company has more than 10,000 

employees in multiple locations. 

What tokens were used? HID Crescendo C1150 

 Case Study - Military  

Background: Regulatory requirement for document signing. Also leveraged the investment to include 

SmartCard login to their internal domain. The organization has more than 8,000 employees in multiple 

locations. 

What tokens were used? Thales IDPrime MD 830 
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vSEC:CMS Installation and Configuration 

Introduction 
This guide will describe how you can install, setup, configure and use vSEC:CMS to manage your 

credentials to be used for secure, strong MFA. The guide will be broken into several different chapters to 

make it simple to follow and understand what needs to be done from a setup and configuration 

perspective, up to optional HSM integration in Chapter 20. 

This guide should be used from version 6.3 or later of vSEC:CMS. 

Pre-requisites 
Below are listed recommended server and client platforms to be used when using vSEC:CMS. 

Server-side Recommendations  

Hardware Recommendations  
You can install vSEC:CMS on the following servers: 

Є Microsoft Windows 2022 Server; 

Є Microsoft Windows 2019 Server; 

Є Microsoft Windows 2016 Server; 

Є Microsoft Windows 2012 R2 Server. 

The server minimum hardware requirement: 

Є At minimum 2 Processor with 2 GHz or faster; 

Є Memory 8 GB RAM or greater; 

Є Available disk space on server of 40 GB or greater for the operating system plus 2GB or greater 

for the vSEC:CMS database. 

For optimal performance though the following hardware requirements are recommended: 

Є At minimum 2 Intel Xeon processors with 2 GHz or faster; 

Є Memory 16 GB or greater; 

Є Available disk space on server of 40 GB or greater for the operating system plus 2GB or greater 

for the vSEC:CMS database; 

Є Gigabit-LAN (1.000 Mbit/s). 

Software Requirements  

The following software should be installed: 

Є Microsoft .NET Framework 4.8 needs to be installed; 

Є Depending on the credential(s) you plan to manage using vSEC:CMS you will need to ensure that 

the drivers for those credentials are installed on the server. 

Optional: HSM Integration Requirements  
For the optional HSM integration consult the requirements in Chapter 20 ͑  HSM Integration. 
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Client -side Recommendations  

Hardware Recommendations   
Client recommended hardware requirements for any workstation that vSEC:CMS client components are 

installed on: 

Є At minimum 2 Intel i7 processors with 3.6 GHz or faster; 

Є Memory 8 GB or greater; 

Є Gigabit-LAN (1.000 Mbit/s). 

Software Requirements  
The following software should be installed: 

Є Microsoft .NET Framework 4.8 needs to be installed; 

Є Depending on the credential(s) you plan to manage using vSEC:CMS you will need to ensure that 

the drivers for those credentials are installed on the clients. 
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Chapter 1 ͑  Install vSEC:CMS 

Objective  
This chapter will focus on installing vSEC:CMS server in evaluation mode. In evaluation mode you will have 

access to all the features in vSEC:CMS but will be limited to 10 licenses. If you later want to move to a 

production licensed system, then see the chapter Migrate to Production System below of details on how to 

do that. 

Steps to Perform 

1. RDP to the server where vSEC:CMS is to be installed and start the installer 

vSECCMS_Setup_X.X.X.exe and select I Agree to consent to the license agreement, where X.X.X is 

the specific version you are deploying. 

 

2. Select Server: Installation of the Server component (including Admin application)  to install the server 

component and click Next. 

 

3. Accept the default location for the installation or change this if required and click Install . 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.2w5ecyt
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4. Once complete click Close to finish. 
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Chapter 2 ͑  Configure Dedicated Service Account 

Objective  
By default, vSEC:CMS service runs under the local SYSTEM Windows account. This can be restrictive from 

a permissions perspective when using vSEC:CMS with other components. Therefore, it is recommended 

that you configure the vSEC:CMS service to run under a dedicated Windows service account. Follow the 

instructions here to configure vSEC:CMS service to run under a dedicated Windows account. 

Step to Perform  
1. Create a dedicated Windows account. The Windows account does not need to be a specific type, but 

you will need to configure specific permissions for this account when/if it needs to interact with other 

components, such as CA/PKI. 

Important: Make sure you set the password to never expire for the Windows account. 

2. Once a dedicated Windows account is created, open Windows service, services.msc, and stop the 

service vSEC:CMS Service. 

3. Right click the service vSEC:CMS Service and select Properties . 

4. Go to the Log On tab and select This account  radio button. Manually enter the Windows user account 

name created in Step 1. 

 
Important: The Windows account name should be entered in the Windows account format pre-2000. 

For example, if the Windows account name is cms-service and the domain name is my-lab, therefore 

the account name should be entered as: my-lab\csm-service. If the account name is not entered in this 

format the vSEC:CMS service may not start automatically after a server restart. 

Important:  You should leave all other vSEC:CMS services to run under Local SYSTEM. 
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5. Open File Explorer and navigate to the location where vSEC:CMS was installed. If the default location 

was selected during installation and depending on which version you installed, then the installation 

location should be as below: 

32-Bit Version  64-Bit Version  

C:\Program Files 
(x86)\Versasec\vSEC_CMS S-Series 

C:\Program Files\Versasec\vSEC_CMS 
S-Series 

Right click the dat folder and select Properties. 

Go to the Security  tab and click the Edit button and add the specific Windows user account created. 

Give the user full control and click Apply . 

 
 

Additionally, it will be necessary to configure specific permissions to a registry folder for this Windows 

account. Open registry editor using regedit and browse to below location for 32-bit version: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node \Versatile Security \vSEC_CMS_T\Service] 

Or below for 64-bit version: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Versatile Security \vSEC_CMS_T\Service] 

Right click on the Service folder and select Permissions. Click the Add button and add the Windows 

user created and give them full control. Click Apply  and close. 
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Start the vSEC:CMS Service from the Windows service. Now the vSEC:CMS service will run under the 

dedicated Windows account. 

Important:  If the vSEC:CMS does not startup and shows an error that the database specified does not 

exist this is typically because the Windows user account cannot access the dat  folder and/or cannot 

write/execute in the dat  folder. Make sure that the Windows user account can access and 

read/write/execute in this folder. 
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Chapter 3 ͑  Validate Credential Management 

Objective  
vSEC:CMS supports many different card types. It is therefore important to validate that the credentials that 

you plan to manage with vSEC:CMS can indeed be managed by vSEC:CMS. This chapter will provide steps 

on how you should validate that the credential(s) you have can be used and managed by vSEC:CMS. 

Steps to Validate Credential Type  

1. Launch vSEC:CMS Admin from the shortcut icon on the desktop. 

2. You will automatically see below dialog. Uncheck the checkbox Pvu͂{ uv{pl¡ tk ghv|{ {opz gngpu and 

click Later. 

 

3. Navigate to Options  ͑Smart Cards. You will see listed all the known card types currently available.  

 
When in this page attach a credential that you wish to manage with vSEC:CMS. If the credential is 

known to vSEC:CMS it will filter for this credential and show this credential. For example, if a Thales ID 

Prime card was attached you would see like below. You can click Edit to see more details. You should 

not change any configuration as the default settings should be sufficient for managing the credentials. 
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If vSEC:CMS did not find a credential, i.e., after attaching a credential no credential was found then you 

can try to add the credential. For example, on attaching a credential nothing is found like below. 

 
In this case click Add followed by Add again and you should see something like below depending on 

the credential type.  

 
Click Get and you will get more details populated (if vSEC:CMS knows this credential). Click Ok. 
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In this example vSEC:CMS knows this credential type, so it auto fills the default settings for this 

credential. There is no need to change anything auto set here. Click Save to save and close. 

 

4. Finally, you should check to ensure that the credential driver is installed on the vSEC:CMS server. 

Navigate to Actions  ͑Smart Card Information  and with the credential attached you should see some 

details about the credential. You should see a link like below for Minidriver . 

 
Click the link to verify the driver information. Depending on the credential used you will see something 

like below. 
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Chapter 4 ͑  Setup System Owner and Operator 

Credentials 

Objective  
We are now ready to start configuring and using vSEC:CMS. You should have the credentials you plan to 

test and manage with vSEC:CMS to hand. It is recommended to issue what is referred to as a System 

Owner  (SO) credential and at minimum one Operator Credential  (OC) of role type System Administrator . 

The SO will be required to be issued as the first administrator credential in the system which will then be 

used to create the first OC in the system. Once you have created the first OC you can lock the SO 

iykjku{pgs g~g¡ pu g zglk vus¡ {v hk |zkj pu k ikw{pvugs zikugypvz ~okyk ¡v| jvu͂{ og}k gu¡ l|ui{pvupun 

OC with role System Administrator . 

Steps to Perform Issuance of SO 

1. Launch vSEC:CMS Admin from the shortcut icon on the desktop. 

2. You will automatically see below dialog. As we will create an SO credential enable the check box as 

below and click Later. 

 

3. From File select Add System Owner Card . 

 

4. You should have attached one credential that you will use in your environment to be used as the SO. 

You should see the SO credential that you will use in the drop-down list. Click the Random button to 

generate an unblock code. This unblock code will be required if you must unblock the SO PIN in the 

future, therefore you need to click the Copy button and save this information and store in your 

password vault/safe for future use if required. Enter a PIN and confirm. The PIN needs to meet 

whatever PIN policy is already on the credential.  

Uncheck the Activate production license or subscription  checkbox as this task will be performed later 

if you plan to upgrade to production mode. Click the Add button to begin the issuance process for the 

SO credential. 
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The SO credential will be registered with the system and the PIN applied. Additionally, a master key 

will be generated which will be used by the system when taking ownership of credentials that it will 

manage. 
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At the end of the process a short summary will be displayed about what was just performed. 

 
Click Ok and close the vSEC:CMS Admin console. 

5. Launch the vSEC:CMS Admin from the desktop. You will be prompted to enter your PIN to authenticate 

and log in. 

 
This completes this step. 
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Steps to Perform Issuance of OC 

1. Launch vSEC:CMS Admin from the shortcut icon on the desktop and logon with the SO credential. 

2. It will be required to create a template that will be used to issue the OC credential. From Templates  ͑

Card Templates click Add . Click Edit beside General. 

 
Enter a template name and make sure to attach the OC credential that will be issued as the OC. Click 

the Detect button and depending on the credential type different information will be displayed.  

 
Important:  Make sure that the correct reader is selected when performing the detect operation (in 

case you have more than one credential/reader connected to your system). 

Click Ok to close. 

Enable vSEC:CMS Operator Card checkbox and select Authentication Only Operator Card  from the 

drop-down list. Leave all other settings as is and click Ok at bottom of dialog to save and close. 
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3. Click Edit beside Issue Card. 

 
In the User ID Options section click Manage.  

Note: We will keep this simple to begin with and configure simple string as method to identify who the 

OC will be issued to. Later when you configure vSEC:CMS to connect to user directory such as AD then 

you would use connection to AD in this case. 

Click Add and enter a template name and select String (Simple ID string) for Type and enter a value 

of 5 into the Length of generated ID string . Click Save to save and close. 

 
Click Close and enable Assign user ID checkbox and make sure the simple ID string template is 

selected in the drop-down list.  
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Leave all other settings as is and click Ok at bottom of dialog to close. 

Click Ok to save and close the template configuration. 

4. Navigate to Lifecyle page and with the OC attached that is to be issued click the Issued oval and click 

Execute button. 

 
You will be prompted to enter the SO PIN to authenticate. 
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Enter a name for OC and click Ok. 

 
In the selection dialog of roles select all the Selected Role(s) and click Select. 

 
The OC credential will be issued, and roles applied. A short summary dialog will appear at completion.  

 

5. By default, the OC PIN will be blocked. Click the Active  oval and select Execute to set a PIN for the 

OC. An information dialog will appear requesting you to confirm that you wish to initiate (set a PIN) for 

the OC. Click Yes. 
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You will be prompted to enter the SO PIN to authenticate. 

 
Set a PIN and confirm and click the Initiate  button. 

 
A short summary dialog will appear to complete the process. 

 
6. Log off the vSEC:CMS console and remove the SO credential. With the OC credential still attached log 

onto the vSEC:CMS console to ensure that you can log on with the OC. 

 
This completes this chapter. 
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Chapter 5 ͑  Configure Connection to User Directory 

Objective  
Typically, you will need to configure vSEC:CMS to connect to your user directory for provisioning OC and 

user credentials. The user directories supported are: 

Є Active Directory (AD); 

Є Azure Active Directory (AAD); 

Є LDAP; 

This chapter will describe how you can configure a connection to these directories. 

Steps to Configure AD Connector when on Domain  

1. Navigate to Options  ͑Connections  and click Add. 

2. Select Active Directory  and click Ok. 

  

3. Enter a name for the template and presuming that you are already on the domain connected to the AD, 

select the checkbox Use current user credential  and from the dropdown list select the AD you want to 

connect to. 

 
Click the Test button to ensure connectivity to your AD by searching for a user on your AD. 
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Click Save to save and close the connection template. 

You can now use this connector in your credential templates. See the chapters on issuing user credentials 

to see how the connection should be used. 

Steps to Configure AD Connector when not on Domain  

1. Navigate to Options  ͑Connections  and click Add. 

2. Select Active Directory  and click Ok. 

  

3. Enter a name for the template and uncheck the checkbox Use current user credential . Enter the name 

of your AD server and an account and password to connect to the AD in the fields provided. 
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Click the Test button to ensure connectivity to your AD by searching for a user on your AD. 

 
Click Save to save and close the connection template. 

You can now use this connector in your credential templates. See the chapters on issuing user credentials 

to see how the connection should be used. 

Steps to Configure AAD Connector  

1. Navigate to Options  ͑Connections  and click Add. 

2. Select Azure AD and click Ok. 
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3. Enter a template name. 

The Authentication URL  field will already be configured which normally should not be changed. 

In the Directory (tenant) ID  field enter your tenant ID which is normally available from the Overview 

page of your Azure AD web portal. 

In the Application (client) ID  field enter the ID as available for your Owned application. Additionally, 

enter the secret for this application into the Client Secret  field.  

The MS Graph API Url field will already be configured, and this normally should not be changed. 

Click the Check connection  button to ensure connectivity. You should get a success message if the 

connection details are ok. Then click the Check API URL to ensure connectivity. You should get a 

success message if the connection details are ok. 

 
Click Save to save and close. 

You can now use this connector as a user directory. See the chapter Configure Template for Azure AD 

using Azure as IDP. 
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Steps to Configure LDAP Connector  

1. Navigate to Options  ͑Connections  and click Add. 

2. Select LDAP Server and click Ok. 

 

3. Enter a name for the template. In the Hostname  enter the LDAP server hostname/IP address and 

depending on your LDAP configuration select the Port and Protocol  and click Test Connection . 

 
You should get a success message like below. 

 
If it is required to use a credential to read from LDAP then enable Simple Authentication  and enter the 

credential details. In this case you should click Test Credentials  to ensure the credential is valid. A 

success dialog will be shown if the credential is valid. 

Click Save to save and close. 
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You can now use this connector in your credential templates. See the chapters on issuing user credentials 

to see how the connection should be used. 
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Chapter 6 Configuration DigiCert ONE in vSEC:CMS 

vSEC:CMS version 5.9 added support for the DigiCert ONE platform, using the Enterprise PKI Manager 

application, implementing the below functionality: 

- Authentication is done by https and key 

- Add a new CA connection e.g DigiCert ONE 

- Support re-/issuance in Operator Console 

- Support re-/issuance proxy through CMS service 

- Support re-/issuance in USS 

- Certificate revocation   

 

Firstly, create DigiCert ONE Authentication Key, Business Unit and Profile, following the instructions below: 

Authentication Key 

1. Login to DigiCert ONE 

URL: https://demo.one.digicert.com 

 
2. Access Account Manager application 

https://demo.one.digicert.com/
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3. Create an API token for the logged in user, by clicking on Access -> API Tokens -> Create API 

token 
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Business Unit  

1. Access Enterprise PKI 

 
 

2. Ospir vu ̾N|zzpukzz aup{z̿ guj ̾Mjj h|zpukzz |up{̿ gz hksv~̮ 

 
 

3. Follow the wizard to configure your business unit. Below is a sample: 

 
 

4. Ospir vu ̾Oykg{k̿ h|{{vu {v iykg{k ¡v|y h|zpukzz |up{̮ 
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Business Profiles 

Once the authentication key and business unit are created, access the Enterprise PKI Manager application 

{v iykg{k g iky{plpig{k wyvlpsk |zpun {ok ̾^Q_` M\U̿ kuyvsstku{ tk{ovj̱ guj hpuj p{ {v {ok |zky {og{ iykg{kj 

the API key: 
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1. Miiikzz ̾Ygugnk \yvlpskz̿ pu ̾Qu{kywypzk \WU̿ ~okyk ~k igu ykg{k wyvlpsk gz hksv~̰ 

 
 

2. _kski{ iky{plpig{k {¡wḵ lvy k gtwsk ̾Skukypi azky Oky{plpig{k͂ 
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3. Uu uk { z{kw̱ ~k ukkj {v zkski{ v|y ̾N|zpukzz aup{̿ guj ̾Quyvsstku{ tk{ovj̿ pz ̾^kz{ M\U̿ zv  

it can be used in vSEC:CMS. 
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4. Configure the rest of the profile wizard settings: 
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5. In this step select your prefer account to bind with this profile: 
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6. Uu lpugs z{kw̱ zkski{ iky{plpig{k lvytg{ guj ispir vu ̾Oykg{k̿ {v iykg{k {ok wyvlpsk̮ 

 
 

CA Connection  

Follow the instructions to create CA connection:  

1. Start vSEC:CMS, Go to Options > Connection, add CA connection. 

2. _kski{ PpnpOky{ [ZQ gz {ktwsg{k guj ivulpn|yk gz hksv~̱ ispir vu ̾`kz{̿ h|{{vu̱ ¡v| zov|sj 

ykikp}k ̾Tkssv lyvt PpnpOky{ [ZQ - Qu{kywypzk \WU Ygugnky ^Q_` M\U̴̿ tkzzgnk̮ 

3. Ospir vu ̾^kx|kz{ lpksjz̿ guj ivulpn|yk ykx|pykj g{{yph|{kz gz PpnpOky{ [ZQ iky{plpig{k {ktwsg{kz̰ 
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4. Click on Templates and Update button retrieve all available certificates templates. 

 
 

Card Template Configuration For Operator Issuance 

(OperatorConsole) 
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Chapter 7 ͑  Issue OC from User Directory 

Objective  
Typically, you will provision managed credentials from a user directory, either for OC credentials or user 

credentials. The most common user directory is Active Directory (AD). This chapter we will show how to 

create an OC template where the OC will be issued from AD. We will give the OC in this example all roles 

in vSEC:CMS. 

Steps to Perform Issuance of OC 

1. Launch vSEC:CMS Admin from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 4 above. 

2. It will be required to create a template that will be used to issue the OC credential. From Templates  ͑

Card Templates click Add . Click Edit beside General. 

 
Enter a template name and make sure to attach the OC credential that will be issued as the OC. Click 

the Detect button and depending on the credential type different information will be displayed.  

 
Important:  Make sure that the correct reader is selected when performing the detect operation (in 

case you have more than one credential/reader connected to your system). 

Click Ok to close. 

Enable vSEC:CMS Operator Card checkbox and select Authentication Only Operator Card  from the 

drop-down list. Leave all other settings as is and click Ok at bottom of dialog to save and close. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.1hmsyys


DigiCert and Versasec ɀ Product Integration Guide 202 4 

46 

   

 

3. Click Edit beside Issue Card. 

 
In the User ID Options section enable Assign user ID and select the AD connection configured in 

Chapter 5 above from the drop-down list. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.41mghml
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Leave all other settings as is and click Ok at bottom of dialog to close. 

Click Ok to save and close the template configuration. 

4. Navigate to Lifecyle page and with the OC attached that is to be issued click the Issued oval and 

select the template from the Select card template drop-down list. Click the Execute button to begin 

the issuance. 

 
You will be prompted to enter the OC PIN to authenticate. 

 



DigiCert and Versasec ɀ Product Integration Guide 202 4 

48 

   

Search for the user from AD that the OC will be issued to. 

 
In the selection dialog of roles select all the Selected Role(s) and click Select. 

 
The OC credential will be issued, and roles applied. A short summary dialog will appear at completion.  

 

5. By default, the OC PIN will be blocked. Click the Active  oval and select Execute to set a PIN for the 

OC. An information dialog will appear requesting you to confirm that you wish to initiate (set a PIN) for 

the OC. Click Yes. 

 
You will be prompted to enter the OC PIN to authenticate. 
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Set a PIN and confirm and click the Initiate  button. 

 
A short summary dialog will appear to complete the process. 

 

6. Log off the vSEC:CMS console and remove the OC credential used when issuing. With the OC 

credential still attached that was just issued log onto the vSEC:CMS console to ensure that you can log 

on with the OC. 

 
This completes this chapter. 
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Chapter 8 ͑  Configure User Credential Template 

Objective  
In this chapter we will show how to configure a credential template what can be used to issue a Windows 

logon credential to a user. We will use MS CS for the PKI in a Windows domain environment. 

Pre-Requisites 
It will be required to have Windows logon template available from the MS CS. On the CA snap-in 

select Manage to create the new template. 

 

Right click the default template Smartcard Logon  and select Duplicate Template . 
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From the Issuance Requirements tab enable This number of authorized signatures  and enter a value of 1. 

In the Application policy  drop-down section select Certificate Request Agent . 

 

From the Security tab click the Add button. Presuming that you followed the instructions to setup 

vSEC:CMS service to run under a dedicated Windows account, add that account and at minimum give 

it Enroll permission. 
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Click Apply  and Ok to save and close. You should then publish the template so it is available in your 

environment. 

Steps to Configure Credential Template  

1. Launch vSEC:CMS Admin from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 7 above. 

2. It will be required to create a template that will be used to issue the user credential. From Templates  ͑

Card Templates click Add . Click Edit beside General. 

 
Enter a template name and make sure to attach the user credential that will be issued. Click the Detect 

button and depending on the credential type different information will be displayed.  

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.111kx3o
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Important:  Make sure that the correct reader is selected when performing the detect operation (in 

case you have more than one credential/reader connected to your system). 

Click Ok to close. 

Leave all other settings as is and click Ok at bottom of dialog to save and close. 

 

3. Click Edit beside Issue Card. 

 
In the User ID Options section enable Assign user ID and select the AD connection configured in 

Chapter 5 above from the drop-down list. 

In the Enroll Certificate Options  section enable Enroll certificate(s) checkbox and click Add. Select 

the MS CS connection configured in Chapter 6 above in the Certificate authority drop-down box. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.41mghml
https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.28h4qwu
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Select the Windows logon certificate created in the pre-requisites section of this chapter and click Ok 

to save and close. 

 
Leave all other settings as is and click Ok at the bottom of the dialog to save and close. 

 
Click Ok to save and close the template configuration. 

This template can now be used to issue user credentials from the vSEC:CMS Admin or vSEC:CMS Agent 

consoles (see Chapter 10). 
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Chapter 9 ͑  Configure Operator Console Service 

Objective  
Clients can connect to the vSEC:CMS system using either the vSEC:CMS Admin or vSEC:CMS Agent 

applications. These applications will communicate to the vSEC:CMS server over HTTP(S) using either a 

SOAP or gRPC protocol. You will need to configure this service, which is called Operator Console Service, 

on the server to be able to do this.  

Steps to Configure Operator Console Service  

1. Launch vSEC:CMS Admin from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 7 above. 

2. Navigate to Options  ͑Connections  and click Add. Select Operator Console Service . 

3. We will keep this as basic as possible and will therefore configure the Operator Console Service  to 

use HTTP and SOAP only for this training manual (note there are more extensive documentation 

around this in our online documents here).  

Enable Enable SOAP and enter the IP (or hostname) of the server that vSEC:CMS server is running on. 

For SOAP Port enter a value that will be open in your environment. Click Ok to save and close. 

 
You will be prompted that the service is not running. Open Windows services console and select 

vSEC:CMS ͑  Operator Console Service  and start the service. 

 
You can now install either the vSEC:CMS Admin or vSEC:CMS Agent applications on a client and connect 

to your vSEC:CMS system from them. 

Steps to Setup vSEC:CMS Admin Application 

1. On a client machine where vSEC:CMS Admin application is to be installed start the installer 

vSECCMS_Setup_X.X.X.exe and select I Agree to consent to the license agreement, where X.X.X is 

the specific version you are deploying. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.111kx3o
https://versasec.zendesk.com/
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2. Select Admin: Admin interface to the Server  to install the vSEC:CMS Admin application and click 

Next. 

 

3. Accept the default location for the installation or change this if required and click Install . 
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4. Once complete click Close to finish. 

 

5. Launch vSEC:CMS Admin from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 7 above. 

Important: You will need to make sure that the credential drivers are installed on the client for the OC 

credential that you use. 

When launching the console for the first time you will get below error. 

 
Click Ok and a dialog like below will be presented. Select Force Soap and for the Server URL (SOAP) 

enter the URL to connect with. The URL will be either the IP or hostname as was configured in the 

Steps to Configure Operator Console Service  along with the port. Important to enter the port and 

have /adm  at the end. 

 
Click Test and if connectivity is ok you will see a success dialog like below. 

 
If the connection fails, the most common issue can be related to firewall or some networking 

constraints in your environment. A good tip is to enter the full URL (the one you entered for Server URL 

(SOAP) above) into a browser on the client and you should get a response like below if the 

communication channel is ok. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.111kx3o
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You should now be able to perform operations from the vSEC:CMS Agent application. 

Steps to Setup vSEC:CMS Agent Application  

1. On a client machine where vSEC:CMS Agent application is to be installed start the installer 

vSECCMS_Setup_X.X.X.exe and select I Agree to consent to the license agreement, where X.X.X is 

the specific version you are deploying. 

 

2. Select Agent: Agent interface to the Server  to install the vSEC:CMS Agent application and click Next. 
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3. Accept the default location for the installation or change this if required and click Install . 

 

4. Once complete click Close to finish. 
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5. Launch vSEC:CMS Agent from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 7 above. 

Important: You will need to make sure that the credential drivers are installed on the client for the OC 

credential that you use. 

When launching the console for the first time you will get below error. 

 
Click Ok and a dialog like below will be presented. Enter the URL to connect with. The URL will be 

either the IP or hostname as was configured in the Steps to Configure Operator Console Service  

along with the port.  Important to enter the port and have /adm  at the end. 

 
Click Test and if connectivity is ok you will see a success dialog like below. 

 
If the connection fails, the most common issue can be related to firewall or some networking 

constraints in your environment. A good tip is to enter the full URL (the one you entered for Server URL 

above) into a browser on the client and you should get a response like below if the communication 

channel is ok. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.111kx3o
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You should now be able to perform operations from the vSEC:CMS Agent application. 

 

Chapter 10 ͑  Issue Windows Logon Credential using 

vSEC:CMS Admin and Agent Applications 

Objective  
This chapter will describe how as an operator you can issue centrally a credential to a user who can then 

use the credential to perform Windows logon. You will need to have completed Chapter 8 and 9 to perform 

the tasks described here. 

Steps to Issue User Credential Using vSEC:CMS Admin 

1. Launch vSEC:CMS Agent from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 7 above. 

 

2. From the Lifecycle  page and with a blank credential attached click the Issued oval. Select the template 

created in Chapter 8 and click Execute. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.111kx3o
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3. You will be requested to authenticate as the operator so enter your PIN and click Ok to start the 

issuance. 

 
You will be prompted to select a user from your user directory. 

 
Once the issuance completes you will see a short summary. By default, the credential PIN will be 

blocked. 
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4. By default, the PIN will be blocked. Click the Active  oval and select Execute to set a PIN for the user 

credential. An information dialog will appear requesting you to confirm that you wish to initiate (set a 

PIN) for the user. Click Yes. 

 
You will be prompted to enter the OC PIN to authenticate. 

 
Set a PIN and confirm and click the Initiate  button. 
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A short summary dialog will appear to complete the process. 

 
You can now use the credential to perform a Windows logon. 

 

5. Additionally, you can perform PIN unblock from the Actions  ͑Smart Card Unblock  page. 
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6. Lastly, you can perform certificate reissue from the Actions  ͑Certificate(s)/keys  page. Select the 

certificate you want to reissue and click Reissue button. 

 

Steps to Issue User Credential Using vSEC:CMS Agent 

7. Launch vSEC:CMS Agent from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 7 above. 

 

8. From the Life Cycle page and with a blank credential attached click the Issued oval. Select the 

template created in Chapter 8 and click Execute. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.111kx3o
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9. You will be requested to authenticate as the operator so enter your PIN and click Ok to start the 

issuance. 

 
You will be prompted to select a user from your user directory. 

 
Once the issuance completes you will see a short summary. By default, the credential PIN will be 

blocked. 
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10. Click the Active  button and Execute. You will be prompted to enter your OC PIN to authenticate.  

 
Enter a PIN and confirm. The PIN will need to meet the policy that is set on the credential. 

 
A short success dialog will appear. 

 
You should now be able to use the credential to perform Windows logon. 
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11. Additionally, you can perform PIN unblock from the PIN Unblock  page. 

 

12. Lastly, you can perform certificate reissue from the Certificate keys  page. Select the certificate you 

want to reissue and click Reissue button. 
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Chapter 11 ͑ Configure User Self Service 

Objective  
Users who have credentials manage by vSEC:CMS can use a client-side application, named vSEC:CMS 

User (or sometimes referred to as vSEC:CMS User Self-Service (USS)), to manage their credentials to 

perform operations such as issuance, PIN reset or certificate reissue. vSEC:CMS User will communicate to 

the vSEC:CMS server over HTTP(S) using either a SOAP or gRPC protocol. You will need to configure this 

service, which is called User Self Service, on the server to be able to do this. 

Steps to Configure User Self Service  

1. Launch vSEC:CMS Admin from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 7 above. 

2. Navigate to Options  ͑Connections  and click Add. Select User Self Service. 

3. We will keep this as basic as possible and will therefore configure the User Self Service to use HTTP 

and SOAP only for this training manual (note there are more extensive documentation around this in 

our online documents here).  

Enable Enable SOAP and enter the IP (or hostname) of the server that vSEC:CMS server is running on. 

For SOAP Port enter a value that will be open in your environment. Click Ok to save and close. 

 
You will be prompted that the service is not running. Open Windows services console and select 

vSEC:CMS ͑  User Self Service and start the service. 

 
You can now install the vSEC:CMS User application on a client and connect to your vSEC:CMS system. 

Steps to Setup vSEC:CMS User Application 
1. On a client machine where vSEC:CMS User application is to be installed run the MSI installer. To 

simplify the installation, we will run the MSI from a command prompt. You need to run the command 

prompt as Administrator. Additionally, we will pass in the URL for the connection to the server. Open a 

command prompt as Administrator: 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.111kx3o
https://versasec.zendesk.com/
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2. Change to the location where the MSI installer resides. Run the command: 

msiexec.exe /I "vSEC_CMS p64bit Client.msi" /q ADDLOCAL=USS USSPCL=1 

USSSOAP="http://192.168.0.22:8443/uss" 

 
Where ̾ }_QOΎOY_ w*(hp{ Ospku{̮tzp̿ is the name of the vSEC:CMS User MSI installer and 

a___[M\Ι̿o{{w̰ΉΉ%-&̮%*,̮#̮&&̰,(('Ή|zz̿ is the URL to connect to the service on the server. 

The URL will be either the IP or hostname as was configured in the Steps to Configure User Self 

Service along with the port. Important to enter the port and have /uss at the end. 

If you face connection issues later the most common issue can be related to firewall or some 

networking constraints in your environment. A good tip is to enter the full URL (the one you entered for 

USSSOAP above) into a browser on the client and you should get a response like below if the 

communication channel is ok. 
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Chapter 12 ͑  Configure and Issue Window Logon 

Credential from vSEC:CMS User 

Objective  
This chapter will describe how as a user you can issue a credential from vSEC:CMS User application with a 

Windows logon certificate. You will need to have completed Chapter 11 to perform the tasks described 

here. 

Steps to Configure a Template for Windows Logon  

1. Launch vSEC:CMS Agent from the shortcut icon on the desktop and logon with the OC credential 

issued in Chapter 7 above. 

2. It will be required to create a template that will be used to issue the user credential. From Templates  ͑

Card Templates click Add . Click Edit beside General. 

 
Enter a template name and make sure to attach the user credential that will be issued. Click the Detect 

button and depending on the credential type different information will be displayed.  

 
Important:  Make sure that the correct reader is selected when performing the detect operation (in 

case you have more than one credential/reader connected to your system). 

Click Ok to close. 

Click the Manage button to add a template for self-service.  

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.111kx3o
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Click Add. Enter a template name and enable Self-issuance enabled  and Retire card enabled . In the 

drop-down lost for User Authentication for PIN Unblock  select Use windows credentials to 

authenticate user . Leave all other settings as is and click Save and Close. 

 
Enable Self-service using the following template  and select the self-service template just created 

from the drop-down list. Leave all other settings as is and scroll down to the bottom of the dialog and 

click Ok. 
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3. Click Edit beside Issue Card. 

 
Enable Automatically initiate cards after issuance  and select Issue by User(s).  
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Click the Configure  button. Select the AD connection configured in Chapter 5 in User ID from drop-

down list and select Supplied domain credentials  from the Authenticate user using  drop-down list. 

Click Ok to save and close. 

 
In the Enroll Certificate Options  section enable Enroll certificate(s) checkbox and click Add. Select 

the MS CS connection configured in Chapter 6 above in the Certificate authority drop-down box. 

Select the Windows logon certificate created in the pre-requisites section of this chapter and click Ok 

to save and close. 

 
Leave all other settings as is and click Ok at the bottom of the dialog to save and close. 

https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.vx1227
https://docs.google.com/document/d/1_w8BCAiXjKL7ptYFbQi79sPKdrevAC6q/edit#heading=h.28h4qwu
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Click Ok to save and close the template configuration. 

Steps to Issue Credential from vSEC:CMS User 
1. On the client that you installed vSEC:CMS User in Chapter 11 attach a blank credential and launch the 

vSEC:CMS User application from the desktop. 

2. From the Home page select the Credential  tab. 
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3. With the credential attached click the Issue button. 

 
Select the template created earlier in this chapter and click Issue button.  

 
You will be prompted to enter the domain credentials for whom the credential will be issued to. 

 
The credential issuance process will now begin. 

At the end of the issuance, you will be prompted to set a PIN.  

 
You will get a success dialog once the PIN is set. 
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You can now use the credential to perform Windows logon. 

 

4. Additionally, you can perform PIN management operations. From the PIN tab you can change the PIN 

or unblock (reset) the PIN. 

 

5. From the Certificates tab you can select the certificate you want to reissue and click the Reissue 

button. 
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Chapter 13 ͑  Migrate to Production System 

Objective  
This chapter will describe how you will upgrade your current evaluation version to a production version. 

Prerequisite  
You will need to have possession of a valid activation code and you have at minimum completed Chapter 4 

above. 

Steps to Migrate to Production System  

1. Log onto the vSEC:CMS console with your System Owner (SO) credential and navigate to Options  ͑

License and click the Activate  button. 

2. You will be prompted to enter an activation code. Enter the code and click Ok. 

 
3. Depending on whether the vSEC:CMS console session that you are logged into has an internet 

ivuuki{pvu {og{ igu ykgio bkyzgzki͂z spikuzpun zky}pik vy uv{̱ jpllkyku{ vw{pvuz gyk g}gpsghsk̮ 

a. Ul ¡v|y ovz{ igu ivuuki{ {v bkyzgzki͂z spikuzpun zky}piḵ {ok ivuzvsk gwwspig{pvu ~pss zki|yks¡ 

zkuj {ok gi{p}g{pvu ivjk {v bkyzgzki͂z spikuzk pzz|guik zky}pik {v }gspjg{k {ok ykx|kz{ guj 

provide back the activation resulting in the system license becoming a production licensed 

system. 

b. Ul ¡v|y ovz{ iguuv{ ivuuki{ {v bkyzgzki͂z spikuzpun zky}pik ~oku ¡v| ispir {ok Ok button for 

the Activator Code dialog you will receive an error dialog like below. 




















