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Overview and Partnership

DigiCert

DigiCert is the world's leading provider of scalable TLS/SSL, loT and PKI solutions for identity and encryption.
The most innovative companies, including 89% of the Fortune 500 and 97 of the 100 top global banks,
choose DigiCert for its expertise in identity and encryption for web servers and devices, including Internet of
Things. DigiCert supports TLS and other digital certificates for PKI deployments at any scale through its
certificate lifecycle management solutions. The company is recognized for its enerprise-grade PKI
management platforms, fast and knowledgeable customer support, and marketleading security solutions.

DigiCert® PKI Platform 8.x

DigiCert PKI Platform 8 is an automated, clouebased PKI platform that can support a wide variety of security
use cases from secure email, WiFi device authentication, and secure remote access to mobile device
management, document signing, and strong web authentication. This PKI managed service can support high

volume, fast certificate issuance and provides automatic certificate deployment and custom certificate
request approval rules on a publicly trusted root compatible with all major operating systems ard secure

applications including email, document signing, mobile device management, and remote access. In addition
to certificate issuance and management for user and device certificates, the service reduces costly
configuration errors by eliminating the need for self-signed certificates and providing manual tracking. The
service also provides the flexibility to use various provisioning processes and supports leading mobile device
management vendors.

To learn more: download DigiCert Public Key Infrastructure (PKI) Platform

DigiCert® ONE

DigiCert ONE, a containerh g z Kk j \'WU wsg{lvyt._ pz PpnpOky{~ z sg{kz{ pu
PKI deployments, and delivers fast, scalable services. Based on modern software design and engineering,

DigiCert ONE delivers endto-end centralized user and device certificate management for a variety of

deployment models and PKI use cases. In addition, there are several management applications on this

platform that are purpose-built to address specific workflows:

0 Enterprise PKI Manager for enterprise and incountry user and device authentication management
0 loT Device Manager for device manufacturers to manage full certificate lifecycle

0 Secure Software Managerfor code signing management and CI/CD integration, and key protection
0 Document Signing Managerfor document signing management

0 CertCentral TLS Managerfor TLS certificate management

All these Managers can be combined to centralize user and device certificate management and trust across
IT architectures.

To learn more, visitwww.digicert.com



https://www.websecurity.digicert.com/content/dam/websitesecurity/digitalassets/desktop/pdfs/whitepaper/Securing%20Your%20Business%20Applications_DigiCertPKIPlatform_Whitepaper_2-12-19.pdf
http://www.digicert.com/
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Versasec

Versasec is a leader in Identity and Access Management, providing highly secure, powerful systems for
managing digital identities. In an increasingly connected world, with growing numbers of remote workers

and cyber threats and legacy authenticators, Versaec serves as a cornerstone in every enterprise security

implementation to build a zero trust architecture.

The Versasec awardwinning software is used by companies of all sizes to fulfill their everevolving

cybersecurity strategies. Versasec provides the necessary credential orchestration to automate and manage

the multiple Identity and Access Management (IAM)systems, providing organizations a hub for their IAM

zvs| {pvu wyv}pjkyz_ iky{plpig{k g|l{ovyp{pkz_ |zky jpyki
management system, vSEC:CMS, is available for eprem and as a managed service through vEC:CLOUD

with premium support. Supporting the most number of credentials in the market covering the latest modern

authenticators with PIV/PKI, FIDO, and virtual credentials, and physical access with RFID credentials.

With an orchestration platform, organizations can easily perform credential lifecycles and customize
everyday workflow journeys for a variety of use cases. Thus, empowering organizations across all industries
to eliminate manual repetitive time-consuming tasks, disconnected isolated systems, and create a frictionless
experience for users and operators.

Trusted by organizations and corporations worldwide, Versasec serves the public and private sectors in
government, defense, manufacturing, healthcare, financial services, and more. Versasec is headquartered in
Stockholm, Sweden and Austin, Texas. To learrmore, visit www.versasec.com

vSEC:CMS and vSEC:CLOUD

Versasec Credential Management System (vVSEC:CMS and vSEC:CLOUD) is fully functional with minidriver
enabled credentials such as smart cards, USB tokens and virtual smart cards including Windows Hello for
Business (WHTfB). It streamlines all aspects of marging credentials by connecting to enterprise directories,
certificate authorities, physical access control systems, HSMs, email servers, log servers, biometric

l punkywypu({ ykgj kyz._ \'UzZ t gpskyz -prenf) ok vSECECLQUD 1(SadSy v u
organizations can issue Credentials to employees, personalize the Credentials with authentication
credentials and manage the lifecycle of the Credentials’ directly from the off-the-shelf product.


http://www.versasec.com/
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The technology partnership between DigiCert and Versasec has been active since 2016 and the companies
have maintained strong ties and a close relationship ever since.

DigiCert integrated in vSEC:CMS enables full certificate lifecycle management, reporting, trust policy, and
operation management. Versasec and DigiCert have created a solution that is easy to use and provides
maximum security, advanced customization optiors and reliability.

Enterprises can implement the advanced and featurerich secure device management system offering a
variety of important benefits:

o} Fast i mplementation that takes minutes, r a
o} I ntuitive user interface that i mproves ope
o} No hidden costs and |l ow total cost of owne
o} Consistently high security | evel without e
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0 Large scale capabilities, available

To learn more about DigiCert PKI platforms, contacipki_info@digicert.com

v skgyu tvyk ghv]| { bky zZnjo@kersasec.cdm Wgliam Bodary, VP of Bales,g-83{
658063741

Case Study - Petroleum Company

Background: Migration from FIM (Microsoft Forefront Identity Manager) which is discontinued by Microsoft,
and additional regulatory requirements to use digital document signing. The company has more than 10,000
employees in multiple locations.

What tokens were used? HID Crescendo C1150

Case Study - Military

Background: Regulatory requirement for document signing. Also leveraged the investment to include
SmartCard login to their internal domain. The organization has more than 8,000 employees in multiple

locations.

What tokens were used? Thales IDPrime MD 830

from d
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vSEC.CMS Installation and Configuration

Introduction

This guide will describe how you can install, setup, configure and use vSEC:CMS to manage your
credentials to be used for secure, strong MFA. The guide will be broken into several different chapters to
make it simple to follow and understand what needs to be done from a setup and configuration
perspective, up to optional HSM integration in Chapter 20.

This guide should be used from version 6.3 or later of vSEC:CMS.

Pre-requisites

Below are listed recommended server and client platforms to be used when using vSEC:CMS.

Server-side Recommendations

Hardware Recommendations
You can install vSEC:CMS on the following servers:
€ Microsoft Windows 2022 Server;
€ Microsoft Windows 2019 Server;
€ Microsoft Windows 2016 Server;
€ Microsoft Windows 2012 R2 Server.
The server minimum hardware requirement:
€ At minimum 2 Processor with 2 GHz or faster;
€ Memory 8 GB RAM or greater,;
€ Available disk space on server of 40 GB or greater for the operating system plus 2GB or greater
for the vSEC:CMS database.
For optimal performance though the following hardware requirements are recommended:
€ At minimum 2 Intel Xeon processors with 2 GHz or faster;
€ Memory 16 GB or greater;
€ Available disk space on server of 40 GB or greater for the operating system plus 2GB or greater
for the vSEC:CMS database;
€ Gigabit-LAN (1.000 Mbit/s).

Software Requirements
The following software should be installed:
€ Microsoft .NET Framework 4.8 needs to be installed;
€ Depending on the credential(s) you plan to manage using vSEC:CMS you will need to ensure that
the drivers for those credentials are installed on the server.

Optional: HSM Integration Requirements
For the optional HSM integration consult the requirements in Chapter 20° HSM Integration.
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Client-side Recommendations

Hardware Recommendations
Client recommended hardware requirements for any workstation that vSEC:CMS client components are
installed on:

€ At minimum 2 Intel i7 processors with 3.6 GHz or faster;

€ Memory 8 GB or greater;

€ Gigabit-LAN (1.000 Mbit/s).

Software Requirements
The following software should be installed:
€ Microsoft .NET Framework 4.8 needs to be installed;
€ Depending on the credential(s) you plan to manage using vSEC:CMS you will need to ensure that
the drivers for those credentials are installed on the clients.
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Chapter 1' Install vSEC:CMS

Objective
This chapter will focus on installing vSEC:CMS server in evaluation mode. In evaluation mode you will have

access to all the features in vSEC:CMS but will be limited to 10 licenses. If you later want to move to a

production licensed system, then see the chapter Migrate to Production Systembelow of details on how to
do that.

Steps to Perform

1. RDP to the server where vSEC:CMS is to be installed and start the installer

VSECCMS_Setup_X.X.X.exeand select | Agree to consent to the license agreement, where X.X.X is
the specific version you are deploying.

(J? VSEC:CMS S-Series Setup — X
( License Agreement
V e r s a s e c Please review the license terms before installing vSEC:CMS
S-Series.

Press Page Down to see the rest of the agreement.

“opyright (c) 2022 Versasec AB A
End-User License Agreement for Versasec Software

IMPORTANT - READ CAREFULLY: This End-User License Agreement for Versasec

Software ("EULA") is a legal and binding agreement between YOU (individually, and in

your capacity as an authorized representative of your company) and VERSASEC AB
(Versasec) or a subsidiary or affiliate of Versasec that distributes the Software under

this EULA. YOU are a person or legal entity wishing to use the Software in accordance

with this EULA, Before accessing or using any part of any Versasec websites, platform,

or other related services, portals, or tools, or any of the materials, software,
documentation, and content available in or through them, YOU should carefully read the v

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install vVSEC:CMS S-Series.

==

2. Select Server: Installation of the Server component (including Admin application) to install the server
component and click Next.

(37 vSEC:CMS 5-Series Setup — x

( Installation Type
v e rs a s e c Please select the type of installation needed on this computer,

The installation types available are:

(@) Server: Installation of the Server (induding Admin application).
(O Admin: Admin interface to the Server.

(O Agent: Agent interface to the Server.

< Back Next > Cancel

Accept the default location for the installation or change this if required and click Install.

10
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(37 vSEC:CMS S-Series Setup — %

Choose Install Location
("—’e rs a s e c Choose the folder in which to install vSEC:CMS S-Series.

Setup will install vSEC:CMS S-Series in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 449.9 MB
Space available: 9.4 GB

yright 2022 Ver AB

T e

Once complete click Close to finish.

(47 vSEC:CMS S-Series Setup _

Installation Complete
(FV e r s a s e c Setup was completed successfully.

Completed

Show details

<Back Cancel

11
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Chapter 2° Configure Dedicated Service Account

Objective

By default, vSEC:CMS service runs under the local SYSTEM Windows account. This can be restrictive from
a permissions perspective when using vSEC:CMS with other components. Therefore, it is recommended
that you configure the vSEC:CMS service to run under aledicated Windows service account. Follow the
instructions here to configure vSEC:CMS service to run under a dedicated Windows account.

Step to Perform
1. Create a dedicated Windows account. The Windows account does not need to be a specific type, but
you will need to configure specific permissions for this account when/if it needs to interact with other

components, such as CA/PKI.
Important: Make sure you set the password to never expire for the Windows account.

2. Once a dedicated Windows account is created, open Windows service services.msc, and stop the
service VSEC:CMS Service

3. Right click the service vSEC:CMS Serviceand select Properties.
Go to the Log On tab and select This account radio button. Manually enter the Windows user account
name created in Step 1.

vSEC.CMS Service Properties (Local Computer) X

General LogOn  Recovery Dependencies

Log on as:

O Local System account

Allow service to interact with desktop
@® This account: my-ablems-service| Browse...
Password: Sessssssssssess

Confirm password: | ®esssssssssssss

Important: The Windows account name should be entered in the Windows account format pre2000.
For example, if the Windows account name is cmsservice and the domain name is mylab, therefore
the account name should be entered as: mylab\csm-service. If the account name is not entered in this
format the vSEC:CMS service may not start automatically after a server restart.

Important: You should leave all other vSEC:CMS services to run under Local SYSTEM.

G VSECCMS - AP Service VSECCMS A.. Automatic Local System
\C;"; vSEC:CMS - Operator Console Service vSEC:CMS O.. Automatic Local System
&) vSEC:CMS - RSDM Service VSECCMSR... Automatic Local System
’.J vSEC:CMS - User Self Service vSEC:CMS U.. Automatic Local System

12
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5. Open File Explorer and navigate to the location where vSEC:CMS was installed. If the default location

was selected during installation and depending on which version you installed, then the installation
location should be as below:

32-Bit Version 64 -Bit Version
C:\Program Files C:\Program FilesVersasec\vSEC_CMS
(x86)\Versasec\wSEC_CMS SSeries S-Series

Right click the dat folder and select Properties.

Go to the Security tab and click the Edit button and add the specific Windows user account created.
Give the user full control and click Apply .

Permissions for dat X

Security

Objectname: C:\Program Files (x86)\Versasec\vSEC_CMS S-Series

Group or user names:
ER SYSTEM
& cms service (cms-service @ ——— )

Add... Remove

Permissions for cms service Deny

Full control
Modify

Read & execute
Listfolder contents
Read

IR MR 2
]
100000

Additionally, it will be necessary to configure specific permissions to a registry folder for this Windows
account. Open registry editor using regedit and browse to below location for 32-bit version:
[HKEY_LOCAL_MACHINBSOFTWAREBWow6432Node \Versatile Security \VSEC_CMS_TService]
Or below for 64-bit version:

[HKEY_LOCAL_MACHINBSOFTWARREVersatile Security \WSEC_CMS_TService]

Right click on the Service folder and selectPermissions. Click the Add button and add the Windows
user created and give them full control. Click Apply and close.

Permissions for Service X
Security
Group or user names:
[/ ALL APPLICATION PACKAGES ~
Account Unknown(5-1-15-3-1024-1065365936-1281604716-35117
2
SR CREATOR OWNER
ER SYSTEM v
< >
Add Remove
Permissions for cms service Allow Deny
Full Control D
Read O
Special permissions
For special permissions or advanced settings, Advanced
click Advanced

13
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Start the vSEC:CMS Servicefrom the Windows service. Now the vSEC:CMS service will run under the
dedicated Windows account.

Important: If the vSEC:CMS does not startup and shows an error that the database specified does not
exist this is typically because the Windows user account cannot access thalat folder and/or cannot
write/execute in the dat folder. Make sure that the Windows user account can access and
read/write/execute in this folder.

14
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Chapter 3° Validate Credential Management

Objective

VSEC:CMS supports many different card types. It is therefore important to validate that the credentials that
you plan to manage with vSEC:CMS can indeed be managed by vSEC:CMS. This chapter will provide steps
on how you should validate that the credential(s) you have can be used and managed by vSEC:CMS.

Steps to Validate Credential Type

1.
2.

LaunchvSEC:CMS Adminfrom the shortcut icon on the desktop.
You will automatically see below dialog. Uncheck the checkboxP v u™ {

click Later.

© vsccavs

Do you want to increase the security level for accessing
your vVSEC:CMS evaluation system now?

Note: This is highly recommended to do at this point

¥ Dontnotify me about this again

)=

)

uv{opl

t kand hv | {

Navigate to Options * Smart Cards. You will see listed all the known card types currently available.

@ vSECCMS - Smart Cards.

File Go Help

versasec

Template Name
Gemalto NET card
Raak C200 card
SAGEM ypsiD 52 card
Taglio C2 catd
IDPrime MD

eTokenCard/JC1.0b
Yubikey PIV

IDPrime MD 840/340
IDPrime MD Virtual

Identity Device (Micr

Home > Options > Smart Car

VSEC:CMS Virlual Smart Card
rosoft

Lifecycle  Actions v Repository v

Smart Card Configurations

Type

eToken 5100/5110 FIPS

Generic Profile)

Templates v

Options v

o

NUM

x|

When in this page attach a credential that you wish to manage with vSEC:CMS. If the credential is
known to vSEC:CMS it will filter for this credential and show this credential. For example, if a Thales ID
Prime card was attached you would see like below. You can click Edit to see more details. You should
not change any configuration as the default settings should be sufficient for managing the credentials.

15
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@ vSECOMS - Smart Cards - O X ‘
File Go Help

versasec Lifecycle Actions v Repository v Templates v Options v

Home » Options > Smart Cards
smart Card Configurations I

afe Na Type 387F960 @

-
——
¥ Enabled
Summary
[adma key type: €0E3 A
Supports msroot YES
Delete certificates. a8 Adminstrator
import certificates: 8s User
Add key container. YES
Recreate MD fies: YES
import certificates: YES
Create CARDD on registration: HO
Smart card access: Use mindriver if possioie
Login admin for key generation: NO
ATR fitter (matching)
atr 3B8FB00180318065B000000000120FFEB2900000
mask FFFFFFFFFFFFFFFFFFO0000000FFFFFFFFFFFFO0
3B7FOD0000803180655000000000120FFEB29000 v
NUM

If vYSEC:CMS did not find a credential, i.e., after attaching a credential no credential was found then you
can try to add the credential. For example, on attaching a credential nothing is found like below.

@ vSECOMS - Smart Cards - o x ‘
File Go Help

VersasecC \lifecde Actions v Reposory v Templates v

Home » Options > Smart Cards.

Smart Card Configurations T

Templat | Type G 38FFo50 @ )

T

Summary

NUM

In this case click Add followed by Add again and you should see something like below depending on
the credential type.

@ vseEComs - Smart Card X

Smart Card ATR
Smart card in reader:

W Jsatenet eToken 5300 C 0] |

ATR: |

Mask: |

Cancel

Click Get and you will get more details populated (if vSEC:CMS knows this credential). Cliclok.

16
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@ vSECOMS - Smart Card X

Smart Card ATR
Smart card in reader:

| # satenet eToken 5300 C 0

Get
| 3BFF9600008131FE4380318065B0846160FB120FFDE

ATR:

Mask [FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFI

([

) (e )

In this example vSEC:CMS knows this credential type, so it auto fills the default settings for this
credential. There is no need to change anything auto set here. ClickSave to save and close.

@ vsecaums - card Configuration

- X
Card Configuration

Template name:
eToken 5300

ATR Mask |
3BFF0000008131004380318065B000000000120FFDB2900000 FFFFOOFFFFFFFF...
3BFF0000008131004380318065B00000000012017882900000  FFFFOOFFFFFFFF...

Administration Key

Key type
Key on card before register:

Key on card after unregister

DES-EDE3 -

I 000000000000000000000000000000000000000000000000

I 000000000000000000000000000000000000000000000000

Smart Card Access
Use native access if possible

=

[ Save

J

Finally, you should check to ensure that the credential driver is installed on the vSEC:CMS server.
Navigate to Actions * Smart Card Information and with the credential attached you should see some
details about the credential. You should see a link like below for Minidriver .

@ vSECTMS - Smart Card Information
File Go Help

Cancel ]

versasec

Lifecycle  Actions v Repository v Templates v

Options v
Home » Actions » Smart Card Information

Show User Smart Card Details

Selected Smart Card
Details for the smart card inserted in

Card scrl numeer Cos4 5579 4000 0005 CB94 9573
[# satenet sToken 5300 c 0 = Card tempte:
Card status.
Carg senal numbe: (€894 9579 4000 0006 CAS4 9579 (csn) Voer B
ars sensi numer: o
4D0D 0006 C54 9579 4D00 0005 C394 S573 (guid) R

Token D (PKCS #11) $4421C18782F1883 (from card)
Card Configuraton Token 5300

Winidriver: Cﬂﬁm_\l‘z'ﬁ!

PH tries ket

Primary smart card PN
Adminisirator
Supported key lengths) 2048-4096 bits RSA
ECDSA: P256,P384,P521
ECOHE: P256,P384 P521

80204 bytes, 32 of 32 key containers
Read only no

Cert mport enabled YES
Cert enroll enabled VES

Space avalabie:

— ~
@eg‘ ——-(nglsl?rsd )
A

Version(s) Card: 7.8.0.5; Applet: 4.5.0E

_n S TN -
Issued )—n/ Active )«»(Tcme }—ﬂ/Lack.a\/J
. N —

Deleted |

\
Retired )

{ Revoked

Click the link to verify the driver information. Depending on the credential used you will see something
like below.

17
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Minidriver Version : 7

Minidriver DIl name : AxaltoCM.dll
DIl vendor: Thales

DIl product version: 10.8.2138.0
Dl file version: 10.8.2138.0

DigiCert and Versasec z Product Integration Guide 202 4
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Chapter 4° Setup System Owner and Operator
Credentials

Objective

We are now ready to start configuring and using vSEC:CMS. You should have the credentials you plan to

test and manage with vSEC:CMS to hand. It is recommended to issue what is referred to as 8ystem

Owner (SO) credential and at minimum oneOperator Credential (OC) of role type System Administrator .

The SO will be required to be issued as the first administrator credential in the system which will then be

used to create the first OC in the system. Once you have created the firstOC you can lock the SO

i ykjku{pgs 9~gi pu 9 zglk vusi {v hk | zkj pu k i kw{pvu
OC with role System Administrator .

Steps to Perform Issuance of SO
1. LaunchvSEC:CMS Adminfrom the shortcut icon on the desktop.

2. You will automatically see below dialog. As we will create anSO credential enable the check box as
below and click Later.

@ vsecavs X

Do you want to increase the security level for accessing
your vVSBEC:CMS evaluation system now?
Note: This is highly recommended to do at this point

¥ Dontnotify me about this again

= ) )

3. From File select Add System Owner Card.
@ vsECCMS - Home

File Go Help
Logout Ctrl+Shift+L

Program Settings
Service Signing Settings

Set System Owner Passcode
Add System Owner Card
System Restore

Clean Configuration Cache
Exit
4. You should have attached one credential that you will use in your environment to be used as theSO.

You should see the SO credential that you will use in the drop-down list. Click the Random button to
generate an unblock code. This unblock code will be required if you must unblock the SO PIN in the
future, therefore you need to click the Copy button and save this information and store in your
password vault/safe for future use if required. Enter a PIN and confirm. The PIN needs to meet
whatever PIN policy is already on the credential.
Uncheck the Activate production license or subscription checkbox as this task will be performed later
if you plan to upgrade to production mode. Click the Add button to begin the issuance process for the
SO credential.

19
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o VSEC:CMS - Add System Owner Card = X

Select System Owner Card

System Owner card: |49 SafeNet Token JC 0 ~|
Smart card
CSN: 025D6ACDO0O!
Status: Not managed by vSEC:CMS
Account name: | System Owner
Unblock key: | 0B4F01B5F198C8972E7FBA3FEB1C460D02741DCOA
[~ Hide characters [ Copy J( Random ]
PIN: I
Confirm PIN: i |

JThe PIN must be confirmed correctly

J The PIN must contain at least € characters

J Characters must be valid: 0-9,a-z A-Z special characters

J The maximum allowed consecutive repetition of characters is: 3
Token remembers last 10 PIN's

Activator code:

[~ Activate production license or subscription

([ aw ) cancel ]

The SO credential will be registered with the system and the PIN applied. Additionally, a master key
will be generated which will be used by the system when taking ownership of credentials that it will

manage.

20
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o VSEC:CMS - Add System Owner Card - X

Select System Owner Card

System Owner card: |4 SafeNet Token JC 0 -~

Smart card

CSN: 025D6ACD0000000000000000
Status: Registered

Account name |S»3te"w Owner

block key | 0B4F01B5F198C8972E7FEA3FEB1C460D02741DCOA

[T Hide characters

I Creating system owner card... .

‘/Tha PIN must be confirmed correctly

J The PIN must contain at least & characters

\/ Characters must be valid: 0-9,a-z,A-Z special characters
JThe maximum allowed consecutive repettion of characters is: 3.

Jpdating trusted key list
AENNENNNNNNNNNNNNNEEED

erate ( authentication key

At the end of the process a short summary will be displayed about what was just performed.

@ vsecams X

System Owner card successfully created.

Smart card successfully registered

Authentication PIN successfully initialized

Operator account activated

CMS Authentication keys successfully updated (1 keys added)
Note: The unblock key data has been copied to your clipboard
Please remember to paste (CTRL + V) it to a secure location for
safe keeping.

Click Ok and close the vSEC:CMS Admin console.

Launch the vSEC:CMS Admin from the desktop. You will be prompted to enter your PIN to authenticate
and log in.

@ SECOMS - Authenticate Operat _

Authenticate Operator

Please choose the operator name and enter the passcode to
authenticate

[ system Owner (system Administrator) ~|

Operator passcode: | ™| |

[ Authenticate ][ Cancel ]

This completes this step.
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Steps to Perform Issuance of OC

1.
2.

LaunchvSEC:CMS Adminfrom the shortcut icon on the desktop and logon with the SO credential.
It will be required to create a template that will be used to issue the OC credential. From Templates
Card Templates click Add. Click Edit beside General.

Template Details

Generalﬂ Editj)
Issue Card
Revoke Card

Enter a template name and make sure to attach the OC credential that will be issued as the OC. Click
the Detect button and depending on the credential type different information will be displayed.

@ vSEC:CMS - Select Card Type X

Select Card Type
Smart card in reader:

P dsstenit Token 1C 1 e

Minidriver
applicable to: Generic minidriver card, Safe Net e Token

% (o)

Important: Make sure that the correct reader is selected when performing the detect operation (in
case you have more than one credential/reader connected to your system).

Click Ok to close.

Enable vSEC:CMS Operator Cardcheckbox and select Authentication Only Operator Card from the
drop-down list. Leave all other settings as is and clickOk at bottom of dialog to save and close.

@ vSECOMS - Smart Card Template - X
“
Features
[v Offline unblock [~ Supports multiple role(s)
v Online unblock [~ Supports multiple PIN(s)

[~ Enable plugin(s)

Issue multiple cards of this type to the same user.
IResmded Not allowed j

I~ Self-senvice using the following template:

I j[ Manage ]

|V VSEC:CMS Operator Card

|Autnenlicalmn Only Operator Card j

[~ This template is depending on:

| j Configure

[~ Enable user card operation notification

Permissions

™ Access rights per individual lifecycle tasks

This template is available to operators with these role(s): Edit

System Administrator, Restricted, Elevated, Normal

I~ Check user validity

[~ Validate permission

| J Manage

[~ Check external permission

| J Manage
[ oK } [ Cancel ]

v
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3. Click Edit beside Issue Card.

Template Details

Validation: DISABLED
Permission check: DISABLED
User Card Notification: DISABLED

jssue CardEdi])

Issue by: Operator
Allow automatic YES
registration:

In the User ID Options section click Manage.

Note: We will keep this simple to begin with and configure simple string as method to identify who the
OC will be issued to. Later when you configure vSEC:CMS to connect to user directory such as AD then
you would use connection to AD in this case.

Click Add and enter a template name and selectString (Simple ID string) for Type and enter a value

of 5 into the Length of generated ID string . Click Save to save and close.

@ vsECaMs - 1D Assign - X

ID Assign
Template name:
| Simple ID String

Type:
| string (simpe 1D string) =l

Length of generated ID string: El

Input dialog label ‘

e ) (e )

Click Close and enable Assign user ID checkbox and make sure the simple ID string template is
selected in the drop-down list.
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o VSEC:CMS - Smart Card Template - OC System Administrator Role X

General Options

[~ Clean card before issuance

[~ Automatically initiate cards after issuance
[~ Onlyissue cards from smart card stock

User ID Options
[V Assign user D

Simple ID String (String) -
r 1

-

-

Primary Card PIN Options

A
| J Manage
BIO Options

I~ A 0

[ =1 Manage

Enroll Certificate Options
r .
[ [ certificate Type _© | Certificate Authority |

r art ca

Printing Options
r

| =l

-

Contactless
r v

Leave all other settings as is and clickOk at bottom of dialog to close.

Click Ok to save and close the template configuration.

Navigate to Lifecyle page and with the OC attached that is to be issued click the Issued oval and click
Execute button.

VSECH ecycle -
SECCMS - Lifecyc o x
File Go Help

versasec \Lliecyde v Repository v Templates v Options v

Home » Lifecycle

1. Select a Smart Card Selected Smart Card
Usathe amaricard insarad In Card serial number: 0241 9426 0000 0000 0000 0000
[ satenet Token uc 1 -] (Card tempiat
Card status:
UserID: user D

[[0241 9426 0000 0000 6000 0000 [
2. Select Process

TN = P
Retired Revoked | ( Deleted )
/

3. Execute Process

Selected process(es) Register Issue

Select card template:

(OC System Administrator Role (Minidriver) =

T

You will be prompted to enter the SO PIN to authenticate.
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© vsecams

Get ID String
Please enter the user ID |abel

For user smart card with CSN:

|SyslemAdmin|stra(ul OCI Get

& e )

X
The selected operation requires Operator passcode
validation. Please enter your Operator passcode to
proceed.
Passcode: |
[ oK ] [ Cancel ]
Enter a name forOC and click Ok.
@ vsEcauMs - Get ID String - X

In the selection dialog of roles select all the Selected Role(s) and click Select.

o VSEC.CMS - Operator Roles -

Select Operator Roles

X

Operator name: System Administrator OC

Selected Role(s): System Administrator
Elevated

Normal
Restricted
Key recovery

[ Select ][ Cancel

)

@ vsecams X

Smart card successfully issued
Smart card successfully registered
Token successfully initialized
Smart card administrator PIN successfully set
Card assigned to System Administrator OC
All PIN(s) successfully blocked
Operator account created for. System Administrator OC
Operator card created: Authentication Only Operator Card
CMS Authentication keys successfully updated (1 keys added)

The OC credential will be issued, and roles applied. A short summary dialog will appear at completion.

By default, the OC PIN will be blocked. Click the Active oval and select Execute to set a PIN for the
OC. An information dialog will appear requesting you to confirm that you wish to initiate (set a PIN) for

the OC. Click Yes.

© vsecams X

Are you sure you want to initiate the smart card for.
System Administrator OC

=

=
=]
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You will be prompted to enter the SO PIN to authenticate.

© vsecams

X

The selected operation requires Operator passcode

validation. Please enter your Operator passcode to
proceed.

Passcode: W

(o ) (e )

Set a PIN

and confirm and click thelnitiate button.

@ vSEC:OMS - Initiate Smart Card

X

Initiate User Smart Card
Use the smart card inserted in:

I’ SafeNet Token JC 1

New user PIN

Confirm PIN:

IAumenhcanon PIN

Led Ll

T

|~ Force change atfirstuse

of The

«/ The PIN must be confirmed correctly
+/ The PIN must contain at least 6 characters
«/ Characters must be valid: 0-9.a-z. A-Z special characters

allowed of is: 3

[ Initiate ] [ Cancel ]

© vsecams

X

New PIN successfully set.

Unblock of Authentication PIN succeeded
Card successfully initiated

Authenticate Operator

Please choose the operator name and enter the passcode to
authenticate

[ system Administrator OC (System Administrator, Restricted, Ele v |

Operator passcode: ﬁ

[Authenncale J[ Ccancel ]

This completes this chapter.

A short summary dialog will appear to complete the process.

Log off the vSEC:CMS console and remove theSO credential. With the OC credential still attached log
onto the vSEC:CMS console to ensure that you can log on with theDC.
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@ VSECCMS - Home - a X ‘
File Go Help

versasec ey Actions v Repository v plates v Options v

Home

License Information System Information v SEC‘C M s

EVALUATION VERSION VSEC.CMS® S5.4 Version 6.4.0.0 >

More information about vour Sistem
Credential allocated: 1110 Uore informaton i Sy
Mlocated 1 Available: 9

End-User License Agreemant
Installed Credential Drivers

Card emulation Typed

eTokenCardIDCore30
eTokenCardUC1.0
eTokenCardJC1.0b
eTokenCaraC2.0
eTokenCard/lJC2.0b
eTokenCaraC3.0
eTokenCarauC3 0b
eTokenCardJUC4.0
eTokenCardlC4.0b
Feiian BioPass FIDO2

Feitian Fingerprint Card F2000

Feiian PIV

Feltian PIV Type 2

Feltian PIV Type 3

Gemalto PIV

|Gemalto PIV 3.0 TO v

NUM
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Chapter 5° Configure Connection to User Directory

Objective

Typically, you will need to configure vSEC:CMS to connect to your user directory for provisioning®C and
user credentials. The user directories supported are:

€ Active Directory (AD);

€ Azure Active Directory (AAD);

€ LDAP;

This chapter will describe how you can configure a connection to these directories.

Steps to Configure AD Connector when on Domain

1. Navigate to Options © Connections and click Add.
2. Select Active Directory and click Ok.

@ vSECCMS - Add Extras Connector X

- Connectors

Available: sarn &)

Active Directory ~

API Senvice

Azure AD

Certificate Authorities

Data Export

Email

External Trace

Hardware Security Module (HSM)
1dP

LDAP Server

OAuth Identity Provider (1dP)
Operator Console Service
Physical Access

Plugin API

RSDM Service

Smart Card Readers

Configure Active Directory Connectors

& ) )

3. Enter a name for the template and presuming that you are already on the domain connected to the AD,

select the checkbox Use current user credential and from the dropdown list select the AD you want to
connect to.

@ vSECCMS - Active Directory Domain - b

Active Directory Domain
Template name:
AD Connecto]

¥ Use current user credentials

Sae
Click the Test button to ensure connectivity to your AD by searching for a user on your AD.
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: Find Users, Contacts, and Groups — a x
File Edit View
Find: |Users, Contacts, and Groups | In: | ] Entire Directory v Browse...
Users, Contacts, and Groups ~ Advanced
Name: sam ‘
Stop
Description: ‘
Clear All
>
OK
Search resuits
Name Type Description

T

< >

1 item(s) found
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Click Save to save and close the connection template.

You can now use this connector in your credential templates. See the chapters on issuing user credentials
to see how the connection should be used.

Steps to Configure AD Connector when not on Domain

1.
2.

Navigate to Options * Connections and click Add.

Select Active Directory and click Ok.

@ vSECCMS - Add Extras Connector X
- Connectors

Available: s ©
APl Senvice
Azure AD
Certificate Authorities
Data Export
Email

External Trace

Hardware Security Module (HSM)
IdP

LDAP Server

QAuth Identity Provider (1dP)
Operator Console Service
Physical Access

Plugin API

RSDM Service

Smart Card Readers

Configure Active Directory Connectors

& )= )

Enter a name for the template and uncheck the checkboxUse current user credential . Enter the name
of your AD server and an account and password to connect to the AD in the fields provided.
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o VSEC:CMS - Active Directory Domain

Active Directory Domain
Template name:
AD Connection|

[ Use current user credentials

Server. | myAD-Server
Username: |accountname

Password: | FrTeseresy

[ Save ][ cancel ]

Click the Test button to ensure connectivity to your AD by searching for a user on your AD.

: Find Users, Contacts, and Groups — a x
File Edit View
Find: |Users, Contacts, and Groups | In: | ] Entire Directory v Browse...
Users, Contacts, and Groups ~ Advanced
Name: sam ‘
Stop
Description: ‘
Clear All
>
OK
Search resuits
Name Type Description
£
< >
1 item(s) found

Click Save to save and close the connection template.

You can now use this connector in your credential templates. See the chapters on issuing user credentials
to see how the connection should be used.

Steps to Configure AAD Connector

1. Navigate to Options © Connections and click Add.
2. Select Azure AD and click Ok.
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0 WEECCME - Add Extras Connector

- Connectors

EZa—
Active Direcio

Certficats Authorities

Data Export

Emiail

Extarnal Trace

Hardware Security Module (HSM)
laP

LDAP Server

DAwth dentity Provider (1dP)
Physical Access

Flugin AP

Smar Card Readers

SMS

S0L Database

Ayailable:

Configure Azure AD Connectors

oK Cancel

J ]

3. Enter a template name.
The Authentication URL field will already be co

nfigured which normally should not be changed.

In the Directory (tenant) ID field enter your tenant ID which is normally available from the Overview

page of your Azure AD web portal.

In the Application (client) ID field enter the ID as available for your Owned application. Additionally,
enter the secret for this application into the Client Secret field.

The MS Graph API Url field will already be configured, and this normally should not be changed.
Click the Check connection button to ensure connectivity. You should get a success message if the

connection details are ok. Then click the Check

API URLto ensure connectivity. You should get a

success message if the connection details are ok.

© SECOMS - Azurs AD

Azure AD
Template name:
IME) Connection|

Type

Authentication URL- |I|‘H::s Mogin.microseftonline. com/Slenantidl/oauth 262 Oitoken

Directory (tenant) ID: | ca2a158e-1ef0-4711-80¢T-chateT 22tael

Application (client) ID | 214167 5-1Bd3-41c1-8e55-Be20d2e 7233

Client Sacret | Fmrm—

WS Graph AP Ul |n11::s digraph.microsoft comari.0

l Check copnection

Canceal

Click Save to save and close.
You can now use this connector as a user directory.
using Azure as IDP.

See the chapteiConfigure Template for Azure AD
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Steps to Configure LDAP Connector

1. Navigate to Options © Connections and click Add.
2. Select LDAP Serverand click Ok.

@ vsECaMs - Add Extras Connector X

- Connectors

Available: s ()

Active Directory A
APl Service

Azure AD

Certificate Authorities

Data Export

Email

External Trace

Hardware Security Module (HSM)

1dP

LDAP Server

OAuth Identity Provider (IdP)

Operator Console Service

Physical Access

Plugin APl

RSDM Service

Smart Card Readers v

Configure LDAP Server Connectors

(& ) ()

3. Enter a name for the template. In theHostname enter the LDAP server hostname/IP address and
depending on your LDAP configuration select the Port and Protocol and click Test Connection.

@ vsEcoms - LDAP Server - X
LDAP Server
Template name:
LDAP Connector
Host Parameters
Hostname Port
| my-Idap-server ‘ 389 j
Protocol
ore—=  r
Credentials
* Anonymous Authentication " Simple Authentication
You should get a success message like below.
© vsecams X

Server connection successfully established

If it is required to use a credential to read from LDAP then enableSimple Authentication and enter the
credential details. In this case you should clickTest Credentials to ensure the credential is valid. A
success dialog will be shown if the credential is valid.

Click Save to save and close.
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You can now use this connector in your credential templates. See the chapters on issuing user credentials
to see how the connection should be used.
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Chapter 6 Configuration DigiCert ONE in vSEC:CMS

VSEC:CMS version 5.9 added support for the DigiCert ONE platform, using the Enterprise PKI Manager
application, implementing the below functionality:

- Authentication is done by https and key

- Add a new CA connection e.g DigiCert ONE

- Support re-/issuance in Operator Console

- Support re-/issuance proxy through CMS service

- Support re-/issuance in USS

- Certificate revocation

Firstly, create DigiCert ONE Authentication Key, Business Unit and Profile, following the instructions below:

Authentication Key

1. Login to DigiCert ONE
URL:https://demo.one.digicert.com

digicert ONE

Sign in to your account

Username

Fversasec.com

Password Forgot password?

@D

2. Access Account Manager application
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S -

My DigiCert ONE Managers

Account CA Enterprise PKI I0T Device
|_
2 1 CA II PKI '[I loT

Secure Software

O
1 S8

3. Create an API token for the logged in user, by clicking on Access-> API Tokens-> Create API

token
] ACCOUNT
anager
Access / APltokens list
(S Accounts
(+) Create APItoken 9
@ Organizations -
APl tokens
E, Access
Administrators
> APITokens
Client Auth
Name Expiration date
Test1 2029-12-01
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| ACCOUNT

Manager

ES Accounts

@ organizations

E, Access

Administrators
API Tokens

Client Auth

m Reporting

2| ACCOUNT

Manager

ES Accounts

@ Organizations

E,Aeeess

Administrators
APl Tokens

Client Auth

[ Reportina
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Access / APltokens list / Create APl token

Create API token

Name’

| Test?)

Expiration date (GMT)

2025-01-30

Cancel ([ Create )

®

Access / APl tokens list / Create API token

Congratulations!

This token is shown only once.
Copy and save it somewhere to use later securely

18477~ VA

GG TR e AN il »uLl/UYZ0U0ddUUUDU 1 4/ OUS

36



Business Unit

1. Access Enterprise PKI

My DigiCert ONE Managers

Account

DigiCert and Versasec z Product Integration Guide 202 4

Secure Software

ENTERPRISE PKI

Manager

Business units list

(%) Dashboard

Enrollments

Business units
Certificates

Manage Seats

Manage Profiles

Name
Business Units

Business 2

N| zzpukzz

(+) Addbusiness unit <_

hl] zpukzz |up{_

L1
Versasec Test Account v sam

CA Enterprise PKI 10T Device
loT
9L
= . s ..
aup{z guj Mj ]
W
Date of Status Account Administrators
creation
Versasec Test
11 Sep 2020 Active ereasec es

Acrount

3. Follow the wizard to configure your business unit. Below is a sample:

ENTERPRISE PKI

Manager

Dashboard

Business units list / Create business unit

Versasec Test Account v HH

Envoliments Add a new business unit

Certificates Name’
Business 3
Manage Seats ‘
Manage Profiles
Business Units
" Oykg{k

Cancel

h| {{vu

{v

iykg{k

iv]y

o

o

h|] zpukzz
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©

@l ENTERPRISE PKI Versasec Test Account v

Manager

Business units list / Create business unit
Dashboard

— Seat allocations / Usage

Certificates a | 11p | User-Allocated: 0 | Used: 200 | Max: 999799
Manage Seats - 0 Unmanaged:Allocated: 0 | Used: 0 | Max: 999999
Manage Profiles 9 0 Server:Allocated: 0 | Used: 100 | Max: 999899
Business Units 9 0 Imported:Allocated: 0| Used: 0 | Max: 999999
Reporting & Auditing 9 o] Device:Allocated: 0 | Used: 100 | Max: 999899
Defaults Cancel Back Create )
Resources

. . Y

digicert ONE e D e 3 sesolocrors Ussge

Business Profiles

Once the authentication key and business unit are created, access the Enterprise PKI Manager application
{v iykg{k g iky{plpig{k wyvlipsk |]zpun {ok "~Q_" M U ki
the API key:

My DigiCert ONE Managers

Account CA Enterprise PKI 10T Device
2

Secure Software

[55]
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2.

ENTERPRISE PKI

Manager

¢¥) Dashboard

@ Enroliments

@ Certificates

(2] Manage Seats

Manage Profiles

Templates

> Profiles

DigiCert and Versasec z Product Integration Guide 202 4

s

Ygugnk \yvlpskz pu Qu{ kywypzk

Manage profiles / Profiles list

Certificate profiles

{’ + ‘} Add profile

Name

AllRequired

_kski{ i ky{plpig{k {iwk._ [

bk | ENTERPRISE PKI

Manager

(1) Dashboard
@ Enrollments
@ Certificates

(2] Manage Seats

Manage Profiles

> Templates

Profiles

522 Business Units

m Reporting & Auditing

Manage profiles / Templates list

Certificate templates

What type of certificate do you want to issue?

Certificate template name Seat type

Generic Private Server Certificate Server seat

Generic User Certificate User seat

Generic Device Certificate Device seat

Status

Generic Server Template - RSA - REST API-

User Certificate Template - RSA - REST API-

Crnail s MAanarintian Do sivacd

\ WU~

~okyk

vy k gtwsk ' Skukypi az

Description

Select the template for the type of certificate that you need. Each template includes default options b:

Enables an organization to issue customized pi
(IPSec), authenticate devices to your Active Din

Enable secure access to your company's Wi-Fi:
can be used for general authentication purpose

Enables an organization to issue customized di

server, and device to server authentication.
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3. Uu uk { z{ kw_ ~k ukkj {v zkski{ v|]y " N|zpukzz au
it can be used in vSEC:CMS.

pki| ENTERPRISE PKI Versasec Test Account v gs2 €3

Manager

Manage profiles / Profiles list / Create profile
Dashboard

Create certificate profile from ‘Generic User Certificate Primary certificate options v

Enrollments
® Issuing CA

Prlmary Certlﬂcate Options * Profile friendly name

¢ Enroliment method

Certificates

* Authentication method

Manage Seats Choose base template”
Generic User Certificate AV
Manage Profiles >
Choose Business Unit" N
Templates .
2 Business 3 v
Profiles >
Choose issuing CA”
Business Units < >
Versasec RSA Issuing CA G1 v
>

Reporting & Auditing Profile friendly name”

|Jser Certificate Template - RSA - REST API-Business3
Defaults

Enrollment method”

[ REST API V4 ]

Resources

Authentication method”

3rd Party app v

( Next )

digicert ONE
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4. Configure the rest of the profile wizard settings:
ENTERPRISE PKI

Manager

Versasec Test Account v

Manage profiles / Profiles list / Create profile
Dashboard

Create certificate profile from 'Generic User Certificate’ >

@ Enroliments

Certificate fields A%

&Y Coricates Certificate fields

* Subject DN

* Subject Alternative Name

] Manage Seats Add field (SAN)
Manage Profiles Subject DN >
Templates >
= Common name —]-
Profiles >
Source for the field's value
53, Business Units REST Request -y >

Reporting & Auditing
Organization name +

Defaults

Source for the field's value

Resources REST Request v

digicert ONE

PKI ENTERPRISE PKI Versasec Test Account v

Manager

®

Manage profiles / Profiles list / Create profile
Dashboard

Create certificate profile from 'Generic User Certificate’ >
@ Enroliments

T e Additional certificate options

Additional certificate options v/

Manage Seats Certificate validity period Issuing CA validity period * Validity period

® Signing algorithm
Expires in" 365 Days A4 Expires in: 4 years 3 months 25 dayso .

® Key size
Manage Profiles
* Renewal window

@
Templates @ Allow default validity period to be overridden by REST API request

Profiles Signing algorithm” >

sha256WithRSA v >
% Business Units

Key type” Key size’ >

Reporting & Auditin
& g g RSA v 2048 v

=
Defaults Allow duplicate certificate: ()

Resources Renewal window' @

30 Days (Recommended) 4

Back

digicert ONE
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ENTERPRISE PKI

Manager

Versasec Test Account v

Manage profiles / Profiles list / Create profile

Dashboard
Create certificate profile from ‘Generic User Certificate’ >
Enroliments
K >
@ Ceriificates ey U S a g eS
>
[&] Manage Seats Key usage (KU) Key usages v
The key usage extension defines the security services for which a certificate can be ® KU extension
Manage Profiles used. The options can be used in any combination. « EKU extension
KU extension criticality: Available usages:
Templates
False Digital signature >
Profiles
Non repudiation >

522 Business Units Key encipherment

Reporting & Auditi
e Enhanced key usage (EKU)
Defaults The extended key usage extension indicates how a certificate's public key can be
used.
Resources EKU extension criticality: Available usages:

True Client authentication

Smart card logon

Back

digicert ONE

5. In this step select your prefer account to bind with this profile:
pki| ENTERPRISE PKI

Versasec Test Account v
Manager

Manage profiles / Profiles list / Create profile
Dashboard

Create certificate profile from ‘Generic User Certificate’
@ Enroliments

e REST API User Binding ’

>
Manage Seats @ Select the User object you wish to bind to this profile against. The user is created within >
"Account Manager" app with the set of Permissions, restricting the REST API operations
it can perform, and allowed set of authentications types (e.g. API KEY, Certificate, OTP) REST API User Binding v
Manage Profiles
Select the User object ® REST API User Binding
Templates
Duy, Nguyen V]
Profiles >

Back Next

Business Units

Reporting & Auditing

Defaults

Resources

digicert ONE
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6. Uu | pugs z{kw. zkski{ iky{plpig{k I'vytg{ guj i spir
PKI EE‘“EEEPRISE 2 Versasec Test Account v 8§ €@
(D) Dashboard Manage profiles / Profiles list / Create profile
Create certificate profile from ‘Generic User Certificate’ o >
@ Enroliments N
. . >
e Certificate delivery format .
>
@] Manage Seats Select a delivery format, which will be used to sign and deliver a cert to the end-entity o >
(@ X.509 PEM -
Manage Profiles PKCS#7 PEM I g
Certificate delivery format A4
Templates - ~
orofes Back l\ Create /' e Certificate delivery format
sé3 Business Units
m Reporting & Auditing
3% Defaults
i\ Resources
digicert ONE
CA Connection
Follow the instructions to create CA connection:
1. Start vSEC:CMS, Go to Options > Connection, add CA connection.
2. _kski{ PpnpOky{ [ZQ gz {ktwsg{k guj ivul pn|lyk gz hk
ykikp}k " Tkssv 1Quvitk yPyymppz®kk W{WU ZYggugnky ~Q_" M\ U~  t|
3. Ospir vu """kx|kz{ I pksjz guj ivul pn]yk ykx]|]pykj o9/
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@ SEC:CMS - Enterprise CA Server - X

Enterprise CA Server
Template name:
IDigiCert ONE

[ Digicert oNE

DigiCert One Server

URL [ https:fidemo.one.digicert.com Test

Authentication

Key Test

P

[~ Show key
Hello from DigiCert ONE - Enterprise PKI Manager REST API!

[~ Proxy through server

Request fields...

Templates...

Cancel

4. Click on Templates and Update button retrieve all available certificates templates.

@ vSEC:CMS - Certificate Templates x

Certificate Templates

Hide the following cerificate templates:

[lilUser Cerificate Template - RS4 - REST API - X509

1 User Certificate Template - RSA - REST APl - PKCS7

1 User Certificate Template - RSA - REST APl 30days

] User Certificate Template - RSA - REST API-Business3

[] Generic Server Template - R3A - REST API-AlIRequired

1 User Cerificate Template - R34 - REST API-Email+DescriptionRequired
1 User Certificate Template - RSA - REST APl - Test2

1 User Certificate Template - RSA - REST API - X509-AlIRequired

0/8 selected [ Show all Update

Cancel

Card Template Configuration For Operator Issuance
(OperatorConsole)
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Chapter 7° Issue OC from User Directory

Objective

Typically, you will provision managed credentials from a user directory, either forOC credentials or user
credentials. The most common user directory is Active Directory AD). This chapter we will show how to
create an OC template where the OC will be issued from AD. We will give the OC in this example all roles
in vSEC:CMS.

Steps to Perform Issuance of OC

1.

LaunchvSEC:CMS Adminfrom the shortcut icon on the desktop and logon with the OC credential
issued in Chapter 4 above.

It will be required to create a template that will be used to issue the OC credential. From Templates
Card Templates click Add. Click Edit beside General.

Template Details

GeneralEdit]
Issue Card
Revoke Card

Enter a template name and make sure to attach the OC credential that will be issued as the OC. Click
the Detect button and depending on the credential type different information will be displayed.

@ vsEC.oMs - Select Card Type X

Select Card Type
Smart card in reader:

P gsatenetToken JC 1] [=]

Minidriver
applicable to: Genenc minidriver card Safe Net e Token

% J(ow )

Important: Make sure that the correct reader is selected when performing the detect operation (in
case you have more than one credential/reader connected to your system).

Click Ok to close.

Enable vSEC:CMS Operator Cardcheckbox and select Authentication Only Operator Card from the
drop-down list. Leave all other settings as is and clickOk at bottom of dialog to save and close.
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@ vSEC:CMS - Smart Card Template — %
~
Features
[v Offline unblock I~ Supports multiple role(s)
¥ Online unblock I~ Supports multiple PIN(s)

[~ Enable plugin(s)

Issue multiple cards of this type to the same user:
[Restricted: Not allowed |

[~ Selt-service using the following template:
| j [ Manage ]
[v vSEC:CMS Operator Card

|authentication only Operator Cara =l

[~ This template is depending on:

I j Configure

I~ Enable user card operation notification

Permissions
™ Access rights per individual lifecycle tasks

This template is available to operators with these role(s): Edit
Svystem Administrater, Restricted, Elevated. Normal

I~ Check user validity
[~ Validate permission

| j Manage

[~ Check external permission

| j Manage

[ oK ][ Cancel ] 5

3. Click Edit beside Issue Card.
Template Details

Validation: DISABLED
Permission check: DISABLED
User Card Notification: DISABLED
Issue Card |

Issue by: Operator
Allow automatic YES
registration:

In the User ID Options section enable Assign user ID and select the AD connection configured in
Chapter 5 above from the drop-down list.
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[ @ vsscions - sman cara Tempiate - O Syster admin Role x

General Options

I Clean card before issuance

I Automatically initiate cards aer issuance
I Only issue cards from smart card stock

User ID Options.
@ Assign userID

[Active Directory: AD Connector (AD)

rimary Card PIN Opticns

mkritmkimk

-] Manage

BIO Options

r

[ =] Manage
Enroll Certificate Options

I~ Envoll certificate(s)

| Centificate Type | Centificate Authority |

[ Default ][ Exgort ][ Add ][ Delete ][ Edit ]
I Import RooVSubCA certiicate(s) to smart card
Printing Options
r

[ =l

r

Contactiess
r

[ = Manage -
Leave all other settings as is and clickOk at bottom of dialog to close.

Click Ok to save and close the template configuration.

Navigate to Lifecyle page and with the OC attached that is to be issued click the Issued oval and
select the template from the Select card template drop-down list. Click the Execute button to begin
the issuance.

@ scus - Lieyle - o x ‘
File Go Help

VErsaseC \fecce Acions v Re v Templales v Options v

Home » Lifecycle

1. Select a Smart Card Selected Smart Card
Use e gmart card insied In Card serial pumter 0241 8426 0000 0600 0000 0000
[ sateriet Token uc 1 =] (Card tempiate
Card status
Useri0:

User D
02415426 0000 0000 0000 0000 Centtcate(s)
2. select Process
]

N T~
tive ,\--( Inactve )= Locked \J
. A S ~

TN <\ - .
Retired ( Revoked } ( Deleted )
. /

3. Execute Process

Selected process(es) Register Issue

Select card template:

(OC System Administrator Role (Minidriver) =

T

You will be prompted to enter the OC PIN to authenticate.
© vsecams X

The selected operation requires Operator passcode
validation. Please enter your Operator passcode to

proceed.
Passcode: I'ETan—'

(o ) (e )
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Search for the user from AD that theOC will be issued to.

I Find Users, Contacts, and Groups - [m] X
File Edit View
Find: | Users. Contacts. and Groups | In: | ] Entire Directory v Browse...
Users, Contacts, and Groups ~ Advanced
- | ]
Stop
Description: ‘
Clear All
s
77
0K
Search resuits
Name Type Description

&

< >

1 item(s) found

In the selection dialog of roles select all the Selected Role(s) and click Select.

@ vseC.cMs - Operator Roles - X

Select Operator Roles

Operator name: System Administrator OC
Selected Role(s): System Administrator
Elevated

Normal
Restricted
Key recovery

(e ) (e )

The OC credential will be issued, and roles applied. A short summary dialog will appear at completion.

@ vsecams <

Smart card successfully issued
Smart card successfully registered
Token successfully initialized
Smart card administrator PIN successfully set
Card assigned to System Administrator OC
All PIN(s) successfully blocked
Operator account created for- System Administrator OC
Operator card created: Authentication Only Operator Card
CMS Authentication keys successfully updated (1 keys added)

By default, the OC PIN will be blocked. Click the Active oval and select Execute to set a PIN for the
OC. An information dialog will appear requesting you to confirm that you wish to initiate (set a PIN) for
the OC. Click Yes.

© vsecams X

Are you sure you want to initiate the smart card for.
System Administrator OC

== )

You will be prompted to enter the OC PIN to authenticate.
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© vsecams

The selected operation requires Operator passcode
validation. Please enter your Operator passcode to

proceed.
Passcode: W

[ oK ] [ Cancel ]

Set a PIN and confirm and click thelnitiate button.

@ vSECOMS - Initiate Smart Card

X

Initiate User Smart Card
Use the smart card inserted in:

[ satenetToken uc 1

[Authentication PIN

NewuserPIN: | #weeweees B
Confirm PIN: W

[~ Force change atfirstuse
«/ The PIN must be confirmed correctly
«/ The PIN must contain at least 6 characters
+/ Characters must be valid: 0-9,a-z. A-Z special characters
o+ The i allowed i ition of is: 3

Led L

[ Initiate ][ Ccancel ]

A short summary dialog will appear to complete the process.

© vsecams

x

New PIN successfully set.

Unblock of Authentication PIN succeeded
Card successfully initiated

6. Log off the vSEC:CMS console and remove theOC credential used when issuing. With theOC

credential still attached that was just issued log onto the vSEC:CMS console to ensure that you can log
on with the OC.

Authenticate Operator

Please choose the operator name and enter the passcode to
authenticate

[system ator OC (System Administrator, R

 Ele ~|
Operator passcode: ﬁ

[Authenncale J[ Ccancel ]

This completes this chapter.
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© vSECCMS - Home
File Go Help

Repository v

Templates v Options v

versasec Lifecycle  Actions v
License Information

VALUATION VERSION

Credential allocated 110
Allocated: 1 Available 9

A

System Information
VSEC.CMS® S5.4 Version 6.4.0.0

e Agreement

Installed Credential Drivers

VvSEC:CMS

[Axalto Cryptofiex NET

Card emutation Type1

Card emulation Type2

Card emulation Type3

Card emulation Typed
€Token5300
eTokenCard1DCore30
eTokenCardJC10
eTokenCardJC1.00
eTokenCardlJC20
eTokenCardlJC20b
eTokenCardJC3.0
eTokenCardlJC3 0b
eTokenCardlJC4 0
eTokenCardlJC4.0b

Feiian BioPass FIDO2

Feitian ePass FIDO NFC Type 1
Feiian ePass FIDO NFC Type 2
Feitian ePass FIDO NFC Type 3
Feitian Fingerprint Card F2000
Feian PIV

Feitian PIV Type 2

Feitian PIV Type 3

Gemalto PIV

Gemalto PIV30 TO

Chapter 8° Configure User Credential Template

Objective

In this chapter we will show how to configure a credential template what can be used to issue a Windows
logon credential to a user. We will useMS CSfor the PKI in a Windows domain environment.

Pre-Requisites

It will be required to have Windows logon template available from the MS CS. On the CA snapin
select Manage to create the new template.

File Action View Help
e 2 o= H

;) Certification Authority (Local)
w ﬂ'j vs-lab-2016-SERVER-CA
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests

" Manage
Mew
View
Refresh
Bxport List...

Help

Mame Intended Purpose
& Smartcard Logon Test Smart Card Logon, Client Authentication
5 FF-CMS-Enroliment Agent Certificate Request Agent
H MyDomain Controller KDC Authentication, Server Authenticat...
3 day Smartcard Logon Smart Card Logon, Client Authentication
5] CMS eMail Certificate Secure Email
] CMS EFS Encrypting File System
. ,-w_-| CT Computer Server Authentication, Client Authentic...
5 ECC Smartcard Logon Smart Card Logon, Client Authentication
» | 2 50-CMS-Enrollment Agent Certificate Request Agent
& CMS-Smartcard Logon Smart Card Logon, Client Authentication
4 Directory Email Replication Directory Service Email Replication
Z Domain Controller Authentication Client Authentication, Server Authentic...
5 Kerberos Authentication Client Authentication, Server Authentic...
] EFS Recovery Agent File Recovery
5 Basic EF5 Encrypting File System

Right click the default template Smartcard Logon and select Duplicate Template .
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File Action \View Help
i=p Bl HET
5 Cestificate Templates (2016-Senv|| Temptste Dizplsy Mome

& ECC Smartcard Logen
FErs Recovery Agent

é Enraliment Agent

& Enrolment Agent (Computes)

& Exchange Signeture Orly
& Exchange User

& FF-CMS-Enoliment Agent
& IPSec

& IPSex (Offtine request)

8 Kerberos Authentication
& Key Recovery Agent

& MyOomain Controller

& OCSP Resporse Signing
& RAS and IAS Setver

& Root Certification Authority
G_‘ Router (Offkne request)

&5 Domain Controler Authentication

& Exchange Enrcllment Agera (Otfline requ...

Schema Version

- N W N NN s N s s W N

E=l Smartcard Logon

& Smarcard Logon Test
& Smartcard User
&) SO-CMS-Enroliment Agent
& Suberdinate Centdication Autl
& Truzt List Signing

| oo LM

Duplicate Template |
Al Tasks >
Propertics

Help

From the Issuance Requirements tab enable This number of authorized signatures and enter a value of L

In the Application policy drop-down section select Certificate Request Agent .

Propretios of New Tarplate X
Supersadad Templates Bxtersions Securty
Corpatbdty Gerersl Request Hainding  Cryplography  Kay Atastation
Sutyect Name Server laaance Requirements
Roquee the folowing for envcliment
[JCA cenficste manager spproval

[] This number of authonzed sigratres 1

¥ you reaure mone a0 0ne sgnsture, sutoeryoliment i3 ot slowed
Policy type required in sgnature
Sophcation polcy v

Appheaten pobcy
Canficate Raquest Agert v

Asd

Remave

Fequee the folowing for reenvoiment
(@) Same crteta as for envolment
() Vaid extsting centficate

Ahow Key based renewsl 1)

Requires subject ind 1o be gx d within the cent
request

* Cortrol is Gaabled due 10 Sompusdaty sellngs,

]

From the Security tab click the Add button. Presuming that you followed the instructions to setup
VSEC:CMS service to run under a dedicated Windows account, add that account and at minimum give

it Enroll permission.
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Subject Nama Issuance Requinemanis
Ganaral Compabbdly Request Handing Crplography Fey Aflestaban
Superseded Templaies Ewensons Sedurty Sarver
Group oF LESar Ramas:

B2 pusthensicatad Ulsars

.- CITTS Sl 4
S TEman Admns (PAUL-LAE Domain Admins)
:,.! Enterprise Admins [PAUL-LAEEnterprise Admins)

Pamissions far ems sardoe Alicres Dorwy
Full Contral 3

Fead
Viirts

Aurioeannll X

-

For spacial pamissions. or advanced seftings, cick Advancad

ox |
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Click Apply and Ok to save and close. You should then publish the template so it is available in your

environment.

Steps to Configure Credential Template

1. LaunchvSEC:CMS Adminfrom the shortcut icon on the desktop and logon with the OC credential

issued in Chapter 7 above.

2. It will be required to create a template that will be used to issue the user credential. FromTemplates
Card Templates click Add. Click Edit beside General.

Template Details
General[Edif]
Issue Card
Revoke Card

Enter a template name and make sure to attach the user credential that will be issued. Click théDetect
button and depending on the credential type different information will be displayed.
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@ vSECOMS - Select Card Type ®

Select Card Type
Smart card in reader:

B gsstenet roken 1c 1 B

Minidriver
applicable to: Genenc minidriver card SafeNet e Token

% J(ow ]

Important: Make sure that the correct reader is selected when performing the detect operation (in
case you have more than one credential/reader connected to your system).

Click Ok to close.

Leave all other settings as is and clickOk at bottom of dialog to save and close.

@ vSECOMS - Smart Card Template - X

"
General Options
Name:

| Windows Logon Template|

Card type:

[Winiariver (Generic minidriver card.SafeNet eToken) ~]
Comment:

Features

¥ Offiine unblock [~ Supports multiple role(s)

[¥ Online unblock [~ Supports multiple PIN(s)

[~ Enable plugin(s)

Issue multiple cards of this type to the same user:

[Restrictea: Not allowea -

[~ Self-senice using the following template:

| j Manage
[~ VSEC:CMS Operator Card

[~ This template is depending on:

|CQ System Administrator Role (Minidriver’ j

[~ Enable user card operation notification

3. Click Edit beside Issue Card.

Template Details

Validation: DISABLED
Permission check: DISABLED
User Card Notification: DISABLED
Issue Card|

Issue by: Operator
Allow automatic YES
registration:

In the User ID Options section enable Assign user ID and select the AD connection configured in
Chapter 5 above from the drop-down list.

In the Enroll Certificate Options section enable Enroll certificate(s) checkbox and click Add. Select
the MS CSconnection configured in Chapter 6 above in the Certificate authority drop-down box.
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Select the Windows logon certificate created in the pre-requisites section of this chapter and click Ok
to save and close.

@ SECOMS - Select Certificate Template x
@ Generate new key € Restore key from archive
UserID:
[standard User 1D |

Certificate authonty:

[us CS Connedtion (Windows CA) =l

Certificate template:

DirectoryEmailReplication
DomainControllerAuthentication
KerberosAuthentication
EFSRecovery

DomainController
\WebServer
Machine

User

SubCA
Aaministrator

Key Archival Settings General Settings
™ Archive key ™ Update {altSecurityldentities)

™ Restore if already archived [~ Generate new key when reissue
r r
r

_—

Leave all other settings as is and clickOk at the bottom of the dialog to save and close.

o VSEC:CMS - Smart Card Template - Windows Logon Template X

~
General Options
I~ Clean card before issuance
[~ Automatically initiate cards after issuance
[~ Only issue cards from smart card stock

User ID Options
¥ Assign user ID

|Acﬁve Directory: AD Connector (AD) j

r

r

r

Primary Card PIN Options

A
| j Manage

BIO Options

I A F

| :| Manage
Enroll Certificate Options
¥ Enroll certificate(s)

| Cerlificate Type T | Certificate Authority |
* CMSSmartcardLogon MS CS Connection

Add
I~ Import RootSubCA certificate(s) to smart card
Printing Options
r R +

I =
-

Contactless
=

| j Manage .
Click Ok to save and close the template configuration.
This template can now be used to issue user credentials from the vSEC:CMS Admin or vSEC:CMS Agent

consoles (see Chapter 10.
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Chapter 9° Configure Operator Console Service

Objective

Clients can connect to the vSEC:CMS system using either the vSEC:CMS Admin or vSEC:CMS Agent
applications. These applications will communicate to the vSEC:CMS server over HTTP(S) using either a
SOAP or gRPC protocol. You will need to configure this servicewhich is called Operator Console Service,
on the server to be able to do this.

Steps to Configure Operator Console Service

1. LaunchvSEC:CMS Adminfrom the shortcut icon on the desktop and logon with the OC credential
issued in Chapter 7 above.

2. Navigate to Options © Connections and click Add. SelectOperator Console Service.

3. We will keep this as basic as possible and will therefore configure theOperator Console Service to
use HTTP and SOAP only for this training manual (note there are more extensive documentation
around this in our online documents here).
Enable Enable SOAP and enter the IP (or hosthame) of the server that vYSEC:CMS server is running on.
For SOAP Port enter a value that will be open in your environment. ClickOk to save and close.

@ vsecavs X

Enabled Interfaces

[ Enable SOAP [~ Enable gRPC

Operator Console Server

HostIP address [ All adapters SOAP Port
[1e2168.0.22 8443 [

[~ Enable getsenice metadata [~ Use SSL

I =

Server Connection Point
[ Customized endpoint address

¥ (o= )

You will be prompted that the service is not running. Open Windows services console and select
VSEC:CMS Operator Console Service and start the service.

b+ 1y SEC:CMS - Operator Console Service vSEC.CMS O.. Automatic Local System
You can now install either the vSEC:CMS Admin or vSEC:CMS Agent applications on a client and connect
to your vSEC:CMS system from them.

Steps to Setup vSEC:CMS Admin Application

1. On aclient machine where vSEC:CMS Admin application is to be installed start the installer
VSECCMS_Setup_X.X.X.exeand select | Agree to consent to the license agreement, where X.X.X s
the specific version you are deploying.
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(37 VSEC:CMS S-Series Setup
( License Agreement
ve I' SASE@C rlease review the license terms before installing vSEC:CMS
S-Seri

ies.

Press Page Down to see the rest of the agreement.

“opyright (c) 2022 Versasec AB
End-User License Agreement for Versasec Software

IMPORTANT - READ CAREFULLY: This End-User License Agreement for Versasec

Software ("EULA") is a legal and binding agreement between YOU (individually, and in

your capacity as an authorized representative of your company) and VERSASEC AB
(Versasec) or a subsidiary or affiliate of Versasec that distributes the Software under

this EULA. YOU are a person or legal entity wishing to use the Software in accordance

with this EULA, Before accessing or using any part of any Versasec websites, platform,

or other related services, portals, or tools, or any of the materials, software,
documentation, and content available in or through them, YOU should carefully read the v

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install vSEC:CMS S-Series.

[ragee ] conce

2. Select Admin: Admin interface to the Server to install the vSEC:CMS Admin application and click
Next.

(31 vSEC:CMS S-Series Setup

— *
Installation Type

(\} e r S a S e E Please select the type of installation needed on this computer.

The installation types available are:

() Server: Installation of the Server {induding Admin application).
(®) Admin: Admin interface to the Server.

() Agent: Agent interface to the Server.

Copyright 2022 Versasec AE

3. Accept the default location for the installation or change this if required and click Install.
(47 vSEC:CMS 5-Series Setup

- X
( Choose Install Location
V e rs a s e c Choose the folder in which to install vSEC:CMS S-Series.

Setup will install vSEC:CMS S-Series in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 449.9 MB
Space avaiable: 9.4 GB

< Back Instal Cancel
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Once complete click Close to finish.

(57 vSEC:CMS S-Series Setup —

Installation Complete
(U e r s a s e c Setup was completed successfully.

Completed

Show details

Close

LaunchvSEC:CMS Adminfrom the shortcut icon on the desktop and logon with the OC credential
issued in Chapter 7 above.

Important: You will need to make sure that the credential drivers are installed on the client for theOC
credential that you use.

When launching the console for the first time you will get below error.

VECCMS X
[

Click Ok and a dialog like below will be presented. Select Force Soap and for the Server URL (SOAP)
enter the URL to connect with. The URL will be either the IP or hostname as was configured in the
Steps to Configure Operator Console Service along with the port. Important to enter the port and
have /adm at the end.

vSEC:CMS server URL is not configured!

@ vsEC:CMs - Options X

CMS Server Settings (\Iersasec

Protocol:

[Force soap -]

Semver URL (SOAP):

‘ http://192.168.0.22:8443/adm Test

Sener URL (gRPC):

\
Click Test and if connectivity is ok you will see a success dialog like below.
© wsec:oms x

: Succeeded.

If the connection fails, the most common issue can be related to firewall or some networking
constraints in your environment. A good tip is to enter the full URL (the one you entered forServer URL
(SOAP)above) into a browser on the client and you should get a response like below if the
communication channel is ok.
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<= B cmswebSeniceAdmim X 4 - - %
c 00w : 2o ..
CmsWebServiceAdmImpl Service

You have created a service.

To test this service, you will need to create a client and use it ta call the service. You can do this using the sveutil.exe tool from the command line with the following syntax:

svcutil.exe http://192.168.0.22:8443/admdwsdl

You can also access the service description as a single file:

http://192.168.0.22:8443/adm?singleWsdl

This will generate a configuration file and a code file that contains the dlient class, Add the two files to your dlient application and use the generated client class ta call the Service. For example:
c#

class Test

1
static void Main ()
1

CmsWebServiceAdmClient client = new CmsWebServiceAdmClient () :
// Use the 'client' variable to call operations on the service.

// Blways close the client.
client.Close():

Visual Basic

Class Test
Shared Sub Main()
Dim client A3 G rviceAdmClient = New Ci viceAdmClient ()
' Use the 'client' variable to call operations on the service.

' Always close the client.
client.Close()
End Sub
End Class

You should now be able to perform operations from the vSEC:CMS Agent application.

Steps to Setup VSEC:CMS Agent Application

1. On aclient machine where vSEC:CMS Agent application is to be installed start the installer

VSECCMS_Setup_X.X.X.exeand select | Agree to consent to the license agreement, where X.X.X is
the specific version you are deploying.

(37 VSEC:CMS S-Series Setup

( License Agreement
V e I' s a s e C Please review the license terms before installing vSEC:CMS

S-Series.

Press Page Down to see the rest of the agreement.

“opyright (c) 2022 Versasec AB
End-User License Agreement for Versasec Software

IMPORTANT - READ CAREFULLY: This End-User License Agreement for Versasec

Software ("EULA") is a legal and binding agreement between YOU (individually, and in

your capacity as an authorized representative of your company) and VERSASEC AB
(Versasec) or a subsidiary or affiliate of Versasec that distributes the Software under

this EULA. YOU are a person or legal entity wishing to use the Software in accordance

with this EULA, Before accessing or using any part of any Versasec websites, platform,

or other related services, portals, or tools, or any of the materials, software,
documentation, and content available in or through them, YOU should carefully read the v

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install vVSEC:CMS S-Series.

==

2. Select Agent: Agent interface to the Server to install the vSEC:CMS Agent application and clickNext.
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(57 vSEC:CMS 5-Series Setup — %

Installation Type

(‘} ersasec Please select the type of installation needed on this computer,

The installation types available are:

(") server: Installation of the Server {induding Admin application).

() Admin: Admin interface to the Server.

(®) Agent: Agentinterface to the Server.

Copyright 2022 versasec AB

Accept the default location for the installation or change this if required and click Install.

(31 vSEC:CMS S-Series Setup — <

( Choose Install Location
V e I'S a s e c Choose the folder in which to install vSEC:CMS S-Series.

Setup will install vSEC:CMS S-Series in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 449.9 MB
Space available: 9.4 GB

pre Cance

Once complete click Close to finish.

(37 vSEC:CMS 5-Series Setup —

Installation Complete
(" e r s a s e c Setup was completed successfully.

Completed

Show details

< Back Cancel
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5. LaunchvSEC:CMS Agentfrom the shortcut icon on the desktop and logon with the OC credential
issued in Chapter 7 above.
Important: You will need to make sure that the credential drivers are installed on the client for theOC
credential that you use.
When launching the console for the first time you will get below error.

x

v VSEC:CMS Agent

VSEC:CMS server URL is not configured!

Click Ok and a dialog like below will be presented. Enter the URL to connect with. The URL will be
either the IP or hostname as was configured in theSteps to Configure Operator Console Service
along with the port. Important to enter the port and have /adm at the end.

v VSEG:CMS Agent - Operator Service Senver Settings

Communication Settings
Server URL.
hitp:/192 168 .0 20:8443/adm

Test

Cancel

Click Test and if connectivity is ok you will see a success dialog like below.

x

v VSEC:CMS Agent

Succeeded.

If the connection fails, the most common issue can be related to firewall or some networking
constraints in your environment. A good tip is to enter the full URL (the one you entered forServer URL
above) into a browser on the client and you should get a response like below if the communication
channel is ok.
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<= B cmswebSeniceAdmim X 4 - - %
& O & Pl tp://192.168.0.22:8443/adm)| = 4L =

CmsWebServiceAdmImpl Service

You have created a service.

To test this service, you will need to create a client and use it ta call the service. You can do this using the sveutil.exe tool from the command line with the following syntax:

3/admIwsdl

You can also access the service description as a single file:

http://192.168.0.22:8443/adm?singleWsdl

This will generate a configuration file and a code file that contains the dlient class, Add the two files to your dlient application and use the generated client class ta call the Service. For example:

c#

class Test

1
static void Main ()
1
CmsWebServiceAdmClient client = new CmsWebServiceAdmClient():
// Use the "client' variable to call operations on the service.
// Blways close the client.
client.Close():
3
3

Visual Basic

Class Test
Shared Sub Main()
Dim client A3 G rviceAdmClient = New Ci viceAdmClient ()
' Use the 'client' variable to call operations on the service.

' Always close the client.
client.Close()
End Sub
End Class

You should now be able to perform operations from the vSEC:CMS Agent application.

Chapter 10" Issue Windows Logon Credential using
vSEC:CMS Admin and Agent Applications

Objective
This chapter will describe how as an operator you can issue centrally a credential to a user who can then

use the credential to perform Windows logon. You will need to have completed Chapter 8 and 9 to perform
the tasks described here.

Steps to Issue User Credential Using vSEC:CMS Admin

1. LaunchvSEC:CMS Agentfrom the shortcut icon on the desktop and logon with the OC credential

issued in Chapter 7 above.
[ ]

Authenticate Operator

Please choose the operator name and enter the passcode to
authenticate

[system Agministrator OC (System Agministrator, Restricted, Ele v |

Operator passcode: | |

2. From the Lifecycle page and with a blank credential attached click the Issued oval. Select the template
created in Chapter 8 and click Execute.
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@ SECCHS - Lfeeyee
Fie o Heln

versasec ‘eod 5 v y v Templates v

Home » Litecyce

1. Select a Smart Gard Selected Smart Card
sa e aman card insenadin o il e 22€ 6328 0000 2000 0000 000
[# sateniet Token s 1 B e
Card ntatus:
Usar D User
| n2eE se5@ vaon cona oaao saon Search T
2. Select Process )

SN o N\
Retired  )s—————( Revoked { Deleted )
. ~ A S » A s

3. Execute Process.
Selectad processies) Register, Issus
Seledt caratemplate

[Windows Logon Tempiate (Mindihver] ~l

3. You will be requested to authenticate as the operator so enter your PIN and clickOk to start the
issuance.

© vsecams X

The selected operation requires Operator passcode
validation. Please enter your Operator passcode to

proceed.
Passcode: W

[ oK ][ Cancel ]

You will be prompted to select a user from your user directory.

L Find Users, Contacts, and Groups - o X

File Edit View

Find: |Users, Cortacts, and Groups | In: | 5% pauldab.com ~ Browse...

Users, Contacts, and Groups  Advanced

Name: [pat |
Stop
Description: | \
Clear Al
S
oK
Search results
Name Type Description
b 4Pt Fiat User
< >

1item(s) found

Once the issuance completes you will see a short summary. By default, the credential PIN will be
blocked.
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@ usec:oms - Lifecycle — m]

File Go Help

versasec Lifecycle  Actions v Repository v Templates v Options v

Home = Lifecycle

1. Select a Smart Card Selected Smart Card
Card serial number: 028E 6958 0000 0000 0000 0000
|’ SafeMet Token JC 1 J Card template: ‘Windows Logon Template (Minidriver)
Card status: Assigned Cert enrolled lssued
User ID: Pat Flat
| PatFlal @ vsecoms  [t0U=CHISUsers DC=pauklab,DC=com

BricardLogon

2. Select Process Smart card successfully issued

) Smart card successfully registered
Unregistered Token successfully initialized
Smart card administrator PIN successfully set
Card assigned to Pat Flat
CMSSmartcardLogon cerfificate successfully enrolled
Al PIN(s) successfully blocked

CMS Authentication keys successfully updated (1 keys added)
Performit
(s

3. Execute Process

By default, the PIN will be blocked. Click theActive oval and select Execute to set a PIN for the user
credential. An information dialog will appear requesting you to confirm that you wish to initiate (set a
PIN) for the user. ClickYes.

VECCMS X
[

Are you sure you want to initiate the smart card for:
Pat Flat

You will be prompted to enter the OC PIN to authenticate.

© vsecams X

The selected operation requires Operator passcode
validation. Please enter your Operator passcode to

proceed.
Passcode: W

(o ) (e )

Set a PIN and confirm and click thelnitiate button.
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@ vSEC.MS - Initiate Smart Card

Initiate User Smart Card
Use the smart card inserted in:

I’ SafeNet Token JC 1

IAumenncanon PIN

NewuserPIN: | #=eswsann
Confirm PIN: - |

[~ Force change atfirstuse
«/ The PIN must be confirmed correctly
+/ The PIN must contain at least 6 characters
o/ Characters must be valid: 0-9.a-z. A-Z special characters
+ The i allowed i ition of is: 3

Led Ll

[ Initiate ] [ Cancel J

A short summary dialog will appear to complete the process.

© vsecams X

New PIN successfully set.

Unblock of Authentication PIN succeeded
Card successfully initiated

You can now use the credential to perform a Windows logon.

Other user

Pat Flat
pat@paul-lab:com

Smart card sign-in

Sign-in options

5. Additionally, you can perform PIN unblock from theActions ° Smart Card Unblock page.
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versasec

Home > Acions > Smart Card Ustiock

Unblock User Smart Card Selected Smart Card
Smatcardin [Card serst nurter. 'DZ0E 6958 D000 0000 0000 0000
[# swwvattomn e g Card e Vs ogon Terpate reser)
lCard s Rauigned Cotsoroed wased nketsd
useio laer o Pl
ot Pt OUsCl s DCopa o Kacom

[Farat seann | Carstcae cartogen
ene
[T 3
Hewuser PN [
o e
™ Eorce change at firstuse
/ The PIN must be confrmed correctly

The PIN must contain a least 6 characters

Characters must be walid: 0-8 a2 AZ special characters — —

TN
./ Tha maximum allowed consscutive repatiion of characters is: 3 {Unregistered ja———a{ Registered }

Unbloek

- N/ \ \_/ N
(resuea Y= pepit={ inscive y—+{ Locked )
AN SN \ SN

’ ~ - ~ Vs N
Rotired (" Rovoked J————s{" Dolstod

Lastly, you can perform certificate reissue from theActions * Certificate(s)/keys page. Select the
certificate you want to reissue and click Reissue button.

@ SECOMS - Cotficates/Keys
Fle Go Halp

Actions v Repository v Templates v

Selected Smart Card

- o x

U2BE 6255 0000 0000 0000 0000
|Card terplate ‘Windows. Logan Tempiale (Miniiver)

354 Car e, RIS ABTES

ChisPat Fist OUSCHSUsers, DEspautioh Beacom
rdLogon

vaw Becaner Impot Daiete

TN 7
F(T T S ——
— -

| [ Reissue

I™ Import RooUSubCA certificatels) o smart card - —

COaS o naciie (oo

N TN s
4 Retired Vd————(" Revoked ———{ Deletc

e
\,

Steps to Issue User Credential Using vVSEC:CMS Agent

7.

LaunchvSEC:CMS Agentfrom the shortcut icon on the desktop and logon with the OC credential

issued in Chapter 7 above.

Vv vSEC:CMS Agent - Authenticate Operator

Authenticate Operator
Please choose the operator name and enter the passcode to authenticate
System Administrator OC

System Administrator, Restricted, Elevated, Normal, Key recovery

Passcode:

Authenticate

Cancel

From the Life Cycle page and with a blank credential attached click the Issued oval. Select the

template created in Chapter 8 and click Execute.
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Agent - Life Cycle

@000 ® 0 6

Selected Smart Card

Use the credential inserted in

Card serial number: 028E 6858 0000 0000 0000 0000
P SafeNet Token JC 1 N Card template:
User ID: Card status:
028E 6958 0000 0000 0000 0000 Search User ID:
Certificate(s):
2. Select Process

Registered

3. Execute Process
Selected process(es): Register, lssue
Select card template:

‘Windows Logon Template (Minidriver)

Execute Batch

9. You will be requested to authenticate as the operator so enter your PIN and clickOk to start the
issuance.

The selected operation requires Operator passcode
validation. Please enter your Operator passcode to
proceed

You will be prompted to select a user from your user directory.

L Find Users, Contacts, and Groups - o X

File Edit View

Find: |Users, Cortacts, and Groups | In: | 5% pauldab.com ~ Browse...

Users, Contacts, and Groups  Advanced

Name: [pat |
Stop
Description: | \
Clear Al
o
oK
Search results
Name Type Description
b 4Pt Fiat User
< >

1item(s) found

Once the issuance completes you will see a short summary. By default, the credential PIN will be
blocked.
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@000 ® 0 0

Card serial number 028E 6958 0000 0000 0000 0000
Card template: ‘Windaws Logon Template (Minidrver)
Card status: Assigned,Cert envolled lssued

User ID:

Pat Flat
CN=Pat Flat OU=CMSUsers DC=pauldab,0C=com
Certifcate(s) CMSSmartcardLogon

(‘ Umtgﬂlueu J——{ Req;wed

Smart card successtully Issued

‘Card assigned 1o Pat Flat
CIASSmaricardl ooon certficate successtully snvoled
Al PING) successtully blocked

CMS Authentcation keys succassfull updated (1 kevs added)

Retired Revoked

=]

10. Click the Active button and Execute. You will be prompted to enter your OC PIN to authenticate.

v VSEC:CMS Agent

The selected operation requires Operator passcode
validation. Please enter your Operator passcode to
proceed

Enter a PIN and confirm. The PIN will need to meet the policy that is set on the credential.

v vSEC:CMS Agent - Initiate Smart Card

Initiate User Smart Card
Use the smart card inserted in

SafeMet Token JC 1
Authentication PIN

NewuserPIN:  sscsssses

Force change atfirst use

«/ The PIN must be confirmed correctly "

«/ The PIN must contain at least 6 characters
‘/ Characters must be valid: 0-9.a-z A-Z special characters

‘/ The maximum allowed consecutive repetition of characters is: 3

A short success dialog will appear.

New PIN successfully set.

Unblock of Authentication PIN succeeded
Card successfully initiated

D:FYiKs 1681
You should now be able to use the credential to perform Windows logon.
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Other user

Pat Flat
pat@paul-lab:com

Smart card sign-in

Sign-in options

11. Additionally, you can perform PIN unblock from thePIN Unblock page.

©0 0

Selected Smart Card

Card serial number 028E 6958 0000 0000 0000 0000
Card tempiate Windows Logon Template (Minidrmer)
Card status: Assigned Cent enrolled lssued ltisted
o User ID: Pat Flat
CN=Pat Flat OU=CMSUsers DC=paul-lab DC=com
Cartificate(s) CMSSmartcardLogon
7 T P ok e el oty /I:lmegxsreveﬂ" o Regaterd ),

./ The PIN must contain at least & characters =

o/ Characters must bs vakd 0.9,z AZ spacial characters.

7 S N
./ The maximum allowed consecutive repetition of characters is: 3 (" tosued o A o e insctve ;R Locked )
S W v Sa z

12. Lastly, you can perform certificate reissue from theCertificate keys page
want to reissue and click Reissue button.

. Select the certificate you

Certmicates Setected SmartCard
Cont
Card serial number: 028E 6958 0000 0000 0000 0000
Card template Windows Logon Template (Minidrver)
Name Expiraion Date Type | Container Card status Assigned.Cert enrolled Issued.niiated
TPl 08,2023 50032 Rox ] User 0 Pat Flat
CN=Pat Flat, OU=CMSUsers, DC=pautlab.DC=com
Cetcate(s) CMSSmarcardLogon
R, /R"_'\
| e—
nimegmevea/ \egsmen/ )
o N R
@l D
Rec impod 7 T P —
{ Retred Ja————{" Revked J———n( Demm/\
S > S il
impert ROOUSUBCA certficatels) o cregensal

Neel - T e
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Chapter 11 Configure User Self Service

Objective

Users who have credentials manage by vSEC:CMS can use a clierdide application, named vSEC:CMS
User (or sometimes referred to as vVSEC:CMS User SeBervice (USS)), to manage their credentials to
perform operations such as issuance, PIN reset or certificat reissue. vSEC:CMS User will communicate to
the VSEC:CMS server over HTTP(S) using either a SOAP or gRPC protocol. You will need to configure this
service, which is called User Self Service, on the server to be able to do this.

Steps to Configure User Self Service

1. LaunchvSEC:CMS Adminfrom the shortcut icon on the desktop and logon with the OC credential
issued in Chapter 7 above.

2. Navigate to Options © Connections and click Add. SelectUser Self Service.

3.  We will keep this as basic as possible and will therefore configure theUser Self Service to use HTTP
and SOAP only for this training manual (note there are more extensive documentation around this in
our online documents here).

Enable Enable SOAP and enter the IP (or hosthame) of the server that vYSEC:CMS server is running on.
For SOAP Port enter a value that will be open in your environment. ClickOk to save and close.

@ vsecavs X

Enabled Interfaces

[ Enable SOAP [~ Enable gRPC

Operator Console Server

HostIP address [ All adapters SOAP Port
[1e2168.0.22 8443 [

[~ Enable getsenice metadata [~ Use SSL

I =

Server Connection Point
[ Customized endpoint address

¥ (o= )

You will be prompted that the service is not running. Open Windows services console and select
VvSEC:CMS User Self Service and start the service.

L ASEC:CMS - User Self Service vSEC:CMS U.. Automatic Local System
You can now install the vSEC:CMS User application on a client and connect to your vSEC:CMS system.

Steps to Setup VSEC:CMS User Application

1. On aclient machine where vSEC:CMS User application is to be installed run the MSI installer. To
simplify the installation, we will run the MSI from a command prompt. You need to run the command
prompt as Administrator. Additionally, we will pass in the UR for the connection to the server. Open a
command prompt as Administrator:
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0 @ Filters ~
Best match

Command Prompt
Desktop app
Run as administrator

Search suggestions i
Open file location

€md - Search the w
» Pin to Start

Pin to taskbar

O amd|

2. Change to the location where the MSI installer resides. Run the command:
msiexec.exe /| "vSEC_CMS p64bit Client.msi" /g ADDLOCAL=USS USSPCL=1
USSSOAP="http://192.168.0.22:8443/uss"

BE¥ Administrator: Command Prompt - ] x

S pB4bit Client.msi™ /q ADDLOCA

Where’ }  QO'YOY _ w* ( hipthe n@re pfithe ySEC:GMS User MSI installer and

a_ [ M\ I~ of{w. HH%- &stHsURL to#confet to,the éervield on the server.

The URL will be either the IP or hosthame as was configured in theSteps to Configure User Self
Service along with the port. Important to enter the port and have /uss at the end.

If you face connection issues later the most common issue can be related to firewall or some
networking constraints in your environment. A good tip is to enter the full URL (the one you entered for
USSSOAPabove) into a browser on the client and you should get a response like below if the
communication channel is ok.

70



DigiCert and Versasec z Product Integration Guide 202

1 B cmswebServicelmplse X+ W

< - O @

CmsWebServiceImpl Service

You have created a service.

To test this service, you will need to create a client and use it to call the service. You can do this using the svcutil.exe tool from the command line with the following syntax:

svcutil.exe http://192.168.0.22:8443/uss2wsdl

You can also access the service description as a single file

http://192.168.0.22:8443/uss2singleWsdl

This will generate a configuration file and a code file that contains the client class. Add the two files to your client application and use the generated client class to call the Service. For example:
c#

class Test

1
static void Main()
{
CmsWebServiceClient client = new CmsWebServiceClient();
// Use the 'client' variable to call operations on the service.
// mlways close the client.
client.Close() ;
}
3

Visual Basic

Class Test
Shared Sub Main()
Dim client As CmsWebServiceClient = New CmsWebServiceClient ()
' Use the 'client' varisble to call operations on the service.

' Rlways close the client.
client.Clase()
End Sub
End Class
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Chapter 12 Configure and Issue Window Logon
Credential from vSEC:CMS User

Objective

This chapter will describe how as a user you can issue a credential from vSEC:CMS User application with a
Windows logon certificate. You will need to have completed Chapter 11 to perform the tasks described
here.

Steps to Configure a Template for Windows Logon

1. LaunchvSEC:CMS Agentfrom the shortcut icon on the desktop and logon with the OC credential
issued in Chapter 7 above.

2. It will be required to create a template that will be used to issue the user credential. FromTemplates
Card Templates click Add. Click Edit beside General.

Template Details

General[Edif]
Issue Card
Revoke Card

Enter a template name and make sure to attach the user credential that will be issued. Click thédetect
button and depending on the credential type different information will be displayed.

@ vSECCMS - Select Card Type ®

Select Card Type
Smart card in reader:

P gsstetiet Token JC 1] [=]

Minidriver
applicable to: Generic minidriver card SafeNet e Token

(o J(ow )

Important: Make sure that the correct reader is selected when performing the detect operation (in
case you have more than one credential/reader connected to your system).

Click Ok to close.

Click the Manage button to add a template for self-service.
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@ vSEC:CMS - Smart Card Template —

General Options
Name

| Windows Logon using vSEC:CMS User Template

Card type

| Minidriver (Generic minidriver card SafeNet eToken)

= (i)

Comment:

Features

[¥ Offline unblock [~ Supports multiple role(s)
[+ Online unblock [~ Supports multiple PIN(s)

[~ Enable plugin(s)

Issue multiple cards of this type to the same user:
|Restrictea: Not allowea ~

I~ Self-service using the following template:

| J‘l Manage ID

[~ VSEC:CMS Operator Card

[~ This template is depending on:

IAZ C System Administrator Role (Minidriver)

[~ Enable user card operation nofification

v

Click Add. Enter a template name and enableSelf-issuance enabled and Retire card enabled. In the

drop-down lost for User Authentication for PIN Unblock select Use windows credentials to
authenticate user . Leave all other settings as is and clickSave and Close.

@ vsecauss - self-service -

Self-service

Template name:

User Issuance

Issuance

v Self-issuance enabled v Retire card enabled

User Authentication for PIN Unblock

Use windows credentials to authenticate user -

[~ User can choose smartcard challengefresponse

PIN Unblock Codes i
Expiration
@ Enase

¥ User may request unblock code via console [~ Approval
[V Force authentication [~ Deliver

[~ Operator may generate unblock codes
r r [~ Deliver atissuance
™ Enforce usage if exists r anual

e

cancel

)

Enable Self-service using the following template and select the self-service template just created

x

from the drop-down list. Leave all other settings as is and scroll down to the bottom of the dialog and

click Ok.
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o VSEC:CMS - Smart Card Template - Windows Logon using vSEC:CMS User Template

General Options
Name:

| ‘Windows Logon using vSEC:CMS User Template|

Card type:

|hhmdrwer (Generic minidriver card, SafeNet eToken)

Comment:

Features

[V Offline unblock I Supports multiple role(s)
¥ Online unblock I~ Supports multiple PIN(s)

I~ Enable plugin(s)

Issue multiple cards of this type to the same user.

|Restricted: Not allowed

[ Self-senice using the following template:

=l

|U5er|ssuance

[~ VSEC:CMS Operator Card

j Manage

I

[ This template is depending on:

|DC System Administrator Role (Minidriver)

[~ Enable user card operation notification

3. Click Edit beside Issue Card.

Template Details

Validation: DISABLED
Permission check: DISABLED
User Card Notification: DISABLED
Issue Carc

lssue by: Operator
Allow automatic YES
registration:

Enable Automatically initiate cards after issuance and select Issue by User(s).

o VSEC:CMS - Smart Card Template - Windows Logon using vSEGCMS User Template

General Options

[ Clean card before issuance

¥ Automatically initiate cards after issuance
[~ Onlyissue cards from smart card stock

" Issue by Operator(s)
@ Issue by User(s)

User ID Options

Vitual SC

User ID from:

User authentication: Unknown
Permission check: DISABLED
I Validate before issuance

[T Update card status change to

Primary Card PIN Options

Configure.

I™ Apply PIN Policy

[ = Manage
BIO Options

I Apply BIO Policy

Enroll Certificate Options
[~ Enroll certificate(s)
| Certificate Type | Certificate Authority

Manage

[ Default M Export ][ Add ][ Delete ][ Edit

)

I~ Import Root/SubCA certificate(s) to smart card

Printing Options

x

A
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Click the Configure button. Select the AD connection configured in Chapter 5 in User ID from drop-
down list and select Supplied domain credentials from the Authenticate user using drop-down list.

Click Ok to save and close.

@ vsccams - user ID Options X

User ID Options
User ID from:
Active Directory: AD Connector (AD) j

User Authentication Options
Authenticate user using:

Supplied domain credentials hi

Permission Options
[~ Permission check enabled

Test Permission

In the Enroll Certificate Options section enable Enroll certificate(s) checkbox and click Add. Select
the MS CSconnection configured in Chapter 6 above in the Certificate authority drop-down box.
Select the Windows logon certificate created in the pre-requisites section of this chapter and click Ok

to save and close.

Certficate template:

DirectoryEmailReplication
DomainControllerAuthentication
KerberosAuthentication
EFSRecovery

DomainController
WebServer
Machine

User

SubCA
Administrator

Key Archival Settings  General Settings
I Archive key ™ Update {altSecurityldentiies)

[~ Restore if already archived [~ Generate new key when reissue
r r
r

@ vSECCMS - Select Certificate Template x
@ Generate new key " Restore key from archive
UserID:
[standara user D =]
Certificate authority
[1s €S Connection (Windows CA) =l

Leave all other settings as is and clickOk at the bottom of the dialog to save and close.
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o VSEC:CMS - Smart Card Template - Windows Logon using VSEC:CMS User Template X
e
[~ Clean card before issuance " Issue by Operator(s) Virual SC
v Automatically initiate cards after issuance (& Issue by User(s)

[~ Only issue cards from smart card stock

User ID Options

User ID from: Active Directory: AD Connector Configure
User authentication: Windows domain credentials

Permission check:

™ Validate before issuance

[T Updat i status change to PAMS

Primary Card PIN Options

[T Apply PIN Policy

I ;] Manage
BIO Options

I A

[ — ~| Manage

Enroll Certificate Options
¥ Enroll certificate(s)

[ Certificate Type [ certificate Authority |
* Cl ogon MSCSC

I~ Import Root/SubCA certificate(s) to smart card

Printing Options
[~ Print smart card

Click Ok to save and close the template configuration.

Steps to Issue Credential from vSEC:CMS User

1. On the client that you installed vSEC:CMS User in Chapter 11 attach a blank credential and launch the
VSEC:CMS User application from the desktop.

2. From the Home page select the Credential tab.

@ere @ s @i @ cennes o -
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3. With the credential attached click the Issue button.

@Hnme @maemm\ @P\N @cemmms e -

Credential

Select credential from reader:

P safeNet Token IC 0 - @

Credential serial number: 028E 6958 0000 0000 0000 0000

Issue

Select the template created earlier in this chapter and clicklssue button.

v VSEC:CMS - Issue Credential

Issue Credential

Credential selection:

@ safeNet Token JC 0 -
Credential template:

Windows Logon using vSEC:CMS User Template (Minidriver) =

anc!

You will be prompted to enter the domain credentials for whom the credential will be issued to.

Windows Domain Logon

The selected operation requires a Windows domain logen.
Please enter your logon information to proceed.

my-domain\pat

The credential issuance process will now begin.
At the end of the issuance, you will be prompted to set a PIN.

V. VSEC:CMS - Initiate Credential

Initiate User Credential

Use the credential inserted in:
safeNet Token JC 0

Authentication PIN

New user PIN; seessnese

/ The PIN must be confirmed correctly
/ The PIN must contain at least & characters

/ Characters must be valid: ¢-9,a-zA-Z special characters

4 4 4 <4

/' The maximum allowed consecutive repetition of characters is: 2

Cancel
You will get a success dialog once the PIN is set.
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Credential successfully issued.

Other user

Pat Flat
pat@paul-lab:com

Smart card sign-in

Sign-in options

4. Additionally, you can perform PIN management operations. From thePIN tab you can change the PIN
or unblock (reset) the PIN.

v
@Hume @creuennal @PIN @cmmcates 6 -

PIN
Select credential from reader:

& safeNet Token JC O - @
Authentication PIN
Select operation: () Change PIN ® Unblock PIN (Crypto)

Credential SN: 028E 6958 0000 0000 0000 0000

New PIN: eeescssse

Unblock

</ The PIN must be confirmed correctly
</ The PIN must contain at least 6 characters
o/ Characters must be valic: 0-9,a-z A-Z special characters

'/ The maximum allawed consecutive repetition of characters is: 3

5. From the Certificates tab you can select the certificate you want to reissue and click theReissue
button.

78



DigiCert and Versasec z Product Integration Guide 202 4

Chapter 13 Migrate to Production System

Objective
This chapter will describe how you will upgrade your current evaluation version to a production version.

Prerequisite
You will need to have possession of a valid activation code and you have at minimum completed Chapter 4
above.

Steps to Migrate to Production System

1. Log onto the vSEC:CMS console with your System Owner (SO) credential and navigate tOptions
License and click the Activate button.

2. You will be prompted to enter an activation code. Enter the code and click Ok.

3. Depending on whether the vSEC:CMS console session that you are logged into has an internet

i vuuki {pvu {og{ igu ykgio bkyzgzki~™ z spikuzpun

zky} pi

a. Ul ivly ovz{ igu ivuuki{ {v bkyzgzki~™z spikuzpun

zkuj {ok gi{p}tg{pvu ivjk {v bkyzgzki”™ z spikuzk pz

provide back the activation resulting in the system license becominga production licensed
system.

b. Ul iv|ly ovz{ iguuv{ ivuuki{ {v bky 20 @aukonTorz
the Activator Code dialog you will receive an error dialog like below.
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