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Preparation of IDBridge K3000

Before issuing vSEC:CMS software onto a new Gemalto IDBridge K3000 device, the device needs
to be prepared using a software tool from Gemalto called the Toolbox (aka the Gemalto SG Core
Toolbox). This document describes step-by-step, in detail how this is done. Should you still have
any problem in preparing the IDBridge K3000, please contact Versatile Security:

http://versatilesecurity.com/versatilesecurity-contact.ph

Step 0: Insert Device and Start the Toolbox

1. Make sure that an Internet connection is available.
2. Insert Device and wait for Windows update to install all drivers.
3. Start the Toolbox.

Click a plug-in icon
in the left panel to
start configuring
your device.

Step 1: Set Credentials

From the Token Administration menu select Credentials.

%

SG Core | re gem'alto‘ 6\

Toolbax

rToken List

E"d GEMALTO IDBridge K3000 CB00357000007.

+-gp Container 05 - TMS Firm Update Auth Key
Please select a token or one of \ Container 07 - TMS Device Key
L‘if::ﬁ;"ﬁm’:;;‘;:;::; -Sg Container 08 - TMS Update Partition Key
e hion PRyt S@ Container 09 - Integrator Key

i--%g Container 0D - Private Encryption Key

i~z Container OE - Private IV

% Container OF - Integrator CD-R.OM Key
< >

—Action

Change Credential |

Diagnostics

Token Content
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NOTE: The following steps (1A-E) must be followed exactly as described, the order of the steps is
extra important! If result is not exactly as described in this document, stop and contact Versatile
Security right away.

Step 1A: Container oF

1. Select Container OF and hit the Change Credential button.

2. Validate that the Authentication Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

3. Validate that the Old Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

4. Inthe field New credential value, set:
11111111111111111111111111111111111131111111111111111111111111111
(64 repetitions of the digit 1)

5. Hit the Apply button.

5G Core g
A gemalto” ©
oolbox
- > J
Credentials ¢ 0
Token Administration
iﬁ GEMALTO IDBridge K3000 C8003570000075DD
Change Credential
Secure Storage
= Authentication Credential (Integrator Device Key):
% | GEMNERIC PRODUCT KEY SET DETECTED
Credentials 0ld Credential {Integrator CO-ROM Key):
. | GEMERIC PRODUCT KEY SET DETECTED
é MNew credential value:
Settings ‘ 11111111111131111311131331113131113311133111131311113111113111111111
[ 2N
Diagnostics
(Credentials are 32-byte hexadecimal values) Apply
Token Content << Back

6. Confirm the operation by hitting the OK button.

Change credential

You're credential will be changed.
& l % Please confirm the operation?

Cancel ‘

7. Validate that the operation was successful and hit the OK button.

Credential Management

Credential successfully changed
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Step 1B: Container 09

1. Select Container 09 and hit the Change Credential button.

2. Validate that the Authentication Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

3. Validate that the Old Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

4. Inthe field New credential value, set:
1111111111111111111111111111111111111111111111111111111111111111
(64 repetitions of the digit 1)

5. Hit the Apply button.

6. Confirm the operation by hitting the OK button.

7. Validate that the operation was successful and hit the OK button.

Step 1C: Container 08

1. Select Container 08 and hit the Change Credential button.

2. Validate that the Authentication Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

3. Validate that the Old Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

4. In the field New credential value, set:
1111111111111111211111131111111111111111111111111111111111111111
(64 repetitions of the digit 1)

5. Hit the Apply button.

6. Confirm the operation by hitting the OK button.

7. Validate that the operation was successful and hit the OK button.

Step 1D: Container 05

1. Select Container 05 and hit the Change Credential button.

2. Validate that the Authentication Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

3. Validate that the Old Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

4. In the field New credential value, set:
1111111111111111111111111111111111111111111111111111111111111111
(64 repetitions of the digit 1)

5. Hit the Apply button.

6. Confirm the operation by hitting the OK button.

7. Validate that the operation was successful and hit the OK button.

Step 1E: Container 07

1. Select Container 07 and hit the Change Credential button.

2. Validate that the Authentication Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

3. Validate that the Old Credential is set to:
GENERIC PRODUCT KEY SET DETECTED

4. In the field New credential value, set:
1111111111111111111111111111111111111111111111111111111111111111
(64 repetitions of the digit 1)

5. Hit the Apply button.

6. Confirm the operation by hitting the OK button.

7. Validate that the operation was successful and hit the OK button.

IDBridge K3000 Prep versatilesecurity.com 3(9)



Step 2: Permanent CCID

1. From the Token Administration menu select Settings.
2. From the Token List select Smart Card.
3. Hit the Select Interface button.

5G Core
Toolbax

Token Administration

Secure Storage

R

Credentials

P

Settings

o

Diagnostice

Token Content
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<

Settings & g
i
r Taken List
=8 Micia 5D A
@ Firmware |Jpdate Partition
Flease select a token or one of ﬁ Hidden F'arllt.l.on
its companents from the Token (=) CORom Patition (E:)
L\sl_ and click on the appropriate -3 Public Partition [H:]
action button. ‘\1:' Private Parlition [G:]
-2 COM Partition [1]
“# Firnware
- fE Smart Card v

 Actioh

Select Interface |

4. Select the radio button CCID.

5. Select the drop down menu selection Permanent.
6. Hit the Apply button.

SG Core
Toolbax

Token Administration

Secure Storage

R

Credentials

&

Settings

o

Diagnostics

Token Content

Settings

GEMALTO IDBridge K3000 C8003570000075DD

AL

Smart card Interfac
’7 & CCID

" HID

Permanent

Apply

<< Back

Validate that the operation was successful.

Switch smart card interface

@ Token Interface changed successfully,

¥' you will be redirected to the token selection
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Step 3: Change Admin PIN

1. From the Token Administration menu select Secure Storage.
2. From the Token List Menu, select Admin PIN.
3. Hit the Change Admin PIN button.

5G Core
Toolboax

Token Administration

i

Secure Storage

R

Credentials

&

Settings

o

Diagnostice

Token Content

A
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Secure Storage

Flease select a token or one of

its components from the Token

Lizt and click on the appropriate
action button

r Taken List

gemalto” g“
@ °

=8 Micia 5D

@ Public Partition [H:)

‘\_-:' Private Partition [G:]

Secure Storage

PIMN [ 4 Tries remaining |
Admin PIM [ 4 Tries remaining |

<

E"d GEMALTO IDBridge K3000 CBO0357000007!

 Actioh

Change Admin PIN |

4. In the field TMS Device Key enter:
1111111111111111111111111111111111111111111111111111111111111111
(64 repetitions of the digit 1)

5. In the field New private partition Admin PIN enter: 12345678

6. In the field Confirm private partition Admin PIN enter: 12345678

7. Hit the Apply button.

SG Core
Toolbax

Token Administration

e

Secure Storage

Diagnostics

Token Content

Token Secure Storage

GEMALTO IDBridge K3000 C8003570000075DD

gemalto” o
= ©

-
g

—Change Private Partition Admin PIN

TMS Device Key {Required for authentication):

1111111111131113131131111333233331331111313133111311113313131111111111111

MNew private partition Admin PIN:

I p—

Confirm private partition Admin PIN:

I P

{PIM values must be entered as 4 to 8 alphanumeric characters)

<< Back

8. Confirm the operation by hitting the OK button.
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Change Admin PIN

Do you confirm the credential update operation?

Cancel |

9. Validate that the operation was successful.

Change Admin PIN

j| Admin PIN has been successfully changed.

Step 4: Change PIN

1. From the Token Administration menu select Secure Storage.
2. From the Token List Menu, select PIN.
3. Hit the Unblock PIN button.

S5G Core
Toolbax

Token Administration

e

Secure Storage

Settings

o

Diagnostics

Token Content

D
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Secure Storage

r Token List

gemalto” o
= ©

o

=8 Micia 5D

¢ @ Public Patition H:]
‘\_-:' Private Partition [G:]
JE Secure Storage

Flease select a token or one of

its components from the Token

Lizgt and click on the appropriate
action button

e fSA - tdmin PIM [ 4 Tries remaining |

<

E"d GEMALTO IDBridge K3000 CBO0357000007!

 Actioh

Change PIN |
Unblock PIN |

N oo

IDBridge K3000 Prep

In the field Admin PIN enter: 12345678

In the field New Private Partition PIN enter: 0000

In the field Confirm Private Partition PIN enter: 0000
Hit the Apply button.
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S5G Core _ mton o)
Toolbax 9
Token Secure Storage ]
Token Administration o_/”.
m GEMALTO IDBridge K3000 C8003570000075DD
~Unblock Private Partition PIN

Secure Storage

Admin PIN (PUK):
% RN

Credentials
é Mew Private Partition PIN:
Settings I FFEE

e, Confirm Private Partition PIN:
& =
Diagnostics
{PIM values must be entered as 4 to 8 alphanumeric characters) LI

Token Cortent <<Back

A

8. Confirm the operation by hitting the OK button.

Unblock PIN H

Do you confirm the credential update operation?

9. Validate that the operation was successful.

Unblock PIN “

: The PIMN has been successfully unblocked.

Step 5: Format Private Partition

1. From the Token Administration menu select Secure Storage.

2. From the Token List select Secure Storage.

3. To the right of to the Open button there is an unnamed field, enter 0000 (the PIN) here.
4. Hit the Open button.
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SG Core “gemalto” o
Toolbax P
Secure Storage ] o
Token Administration
‘ r Taken List
El-ﬁ GEMALTO IDBridge K3000 CB00357000007!
Secure Storage El- Micio S0
Flease select a token or one of 3;' Public Partition [H:]
% its components from the Token Private Partition [G:]
L\sl_ and click on the appropriate e Storage|
Credentials aclion button, PIM [ 4 Tries remaining |
—d 20 Bcdmin PIN [ 4 Tries remaining |
Settings = =
@ r Actioh
Diagnostics LI I
Lock |
Token Content

5. Confirm that private partion is open.

Secure Drive Plugin H

@ Private drive open

6. Using your file browser, find the open private drive and format it to FAT32.

Format Removable Disk (G:) “

Capadty:

500 MB v/
File system

[FAT32 v/

Allocation unit size

4036 bytes v/

| Restore device defaults

Volume [abel

Format options

Quick Format

Create an M5-DOS startup disk

Formatting Removable Disk (G:)

st || Close |

o Format Complete,
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7. When the formatting is completed, go back to the Toolbox and hit Lock

SG Core
Toolbax
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Secure Storage

Token Administration

Secure Storage
Please select a token or one of
% itz components from the Token
Ligt and click on the appiopriate
Credentials action button

Settings

o

Diagnostics

Token Content

gemalto” o
o

= Micm 50
i 0@ Public Partition [H:]

[
- )
e
r Taken List
E-ﬂ GEMALTO IDBridge K3000 CB00357000007!

8. Confirm that the drive is locked again.

Secure Drive Plugin H

Private drive locked

9. The Toolbox application can now be closed.
10. This completes the preparation of the IDBridge K3000 device for vSEC:CMS usage.
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