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vSEC:CMS’

Centralized FIDO2 Management
and Transition of Active YubiKeys

®
vSEC:CMS
Centralized FIDO2 Control in Agent App

We're adding your favorite FIDO2 device management
features to the light version app, the vSEC:CMS Agent:
® Remove passkeys from managed devices,
* initiate fingerprint enrollment, and
e perform application resets.
Get ready to ensure a secure and efficient helpdesk
experience and maintain a strong security posture.
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Expanded Hardware Token Support

This month's release expands our supported list of hardware
credentials to include three new tokens: the Thales SafeNet
eToken FIDO NFC, the AuthenTrend ATKey.Card.NFC, and
the Swissbit iShield Key2. This integration allows you to
leverage these devices within your identity infrastructure,
providing enhanced flexibility and security for your users.
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Transition of Active YubiKeys

yubico

Transition active YubiKeys (PIV application only) to
vSEC:CMS management. This process automates the wipe of
all prior access credentials and replaces them with new,
uniquely diversified PKI keys and certificates. This feature
ensures a seamless management transition to vSEC:CMS.
Say goodbye to individual manual wipes of YubiKeys.
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General Performance and Hardening Improvements

Significant underthe-hood enhancements to improve the
overall performance, stability, and security of our platform.
We have executed a focused hardening effort to strengthen
the system against potential threats and reduce the attack
surface. These general improvements lay the groundwork for
a more robust and resilient platform, ensuring higher

reliability and a more secure environment for managing your
digital identity infrastructure.

Disclaimer: This information is intended to outline Versasec's general product direction and it should not be relied on in making a purchasing decision. The
development, release, and timing of any features or functionality described for our products remains at Versasec's sole discretion and does not create a commitment,
promise or legal obligation on the part of Versasec.



